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Study on password re-issuing methods and proposal of most
preferable method

DAISUKE SUGIMOTO!' TETSUTARO UEHARA
RYOICHI SASAKI™

In recent years, there are many illegal hijacks of the account for the Internet services such as mail
service. Among them, there is a hijack attack to the account in the case of the password reissue. Here,
the password reissue represents that the creation of a new password when the user forgets the
password. A variety of information such as ID, email address, and date of birth is required for the
authentication of the user, when the password is reissued. This study surveys the procedures and
required information for password reissue, and classifies these procedures of password reissue. Based
on the survey, safety evaluation is done using fault tree analysis. As a result of the survey, we can know
that the type of passwords reissue is divided into six types. Moreover, as a result of the fault tree
analysis, it becomes clear that best method is that named password double authentication, and most
dangerous method is that named page authentication. If the e-mail account was hijacked when the page
authentication was used, it leads serious result because the various services with the account as well as
e-mail address of another person can be used freely.
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