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Development of Security Risk Analyzing System based on
Dynamically Modeling using the Bayesian Network

Yoshiaki ISOBE™'  Akihiro SUGIMOTO"?

About 5,000 vulnerabilities were disclosed in 2013 by the National Institute of Standards and Technology (NIST) of USA. As
soon as vulnerabilities are disclosed, cyber-attacks that exploit the vulnerabilities increase suddenly. So system engineers must
prioritize the vulnerabilities to deal with efficiently. Common Vulnerability Scoring System (CVSS) was standardized for risk
assessment. But risk assessment for individual systems is entrusted to system engineers. Therefore we developed a risk
assessment system that automatically makes modeling for risk assessment based on system configuration. This article introduces

Vol.2015-DPS-162 No.6
Vol.2015-CSEC-68 No.6

2015/3/5

the risk assessment system and the assessment result.
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