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Correlation Analysis of darknet traffic
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In the darknet, abnormal packet traffic related with prior activity for performing DDoS attacks and DNS amp attack can be
observed. Scanning activity by some new malware could be detected also on the darknet. So far many researchers have identified
various types of attacks with the analyses of darknet traffic and delivered effective information of detecting an attack at an early
stage. They are an offensive omen and an omen of large-scale infection. Especially in recent years, the cyber attacks have been
sophisticated, and some of them are called APT (Advanced Persistence Threat) which targets government and related agencies
and companies.

In this paper, we perform a correlation analysis of traffic data of two different darknet observation systems, NICTER and
NORSE. It was found that there is a correlation between the darknet traffic observed in these two systems.
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Emmoms | o 618 606] 595| 604] 627] 612| 549 573 594 549
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eSSk EY ) 594| 600 651| 567| 561| 573| 564| 564 585
EgmommE | 594] 600] 651 567] 561 573] 564 564] 585
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