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Minimum Online Applications for Copy Protection of Binary Programs
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Application programs have a user authentication process to prevent the illegal use. How-
ever, it is not difficult for a cracker to skip the authentication process. Moreover, most of user
authentications have a big security concern; the passwords are often leaked out from “legal
users”, since a user who leaks out his/her password will not incur any demerit. This paper
proposes to deposit a server with the minimum essential information/functions of a program.
By so doing, any cracker who skips user authentication can never use the program since the
cracker does not get data on the server. Here, the information/ functions on the server have
to vary after each use of the program so that the program’s behavior may differ at each use.
Thus, even a legal user is unable to use the program, once his/her password was cracked and
the program was used by some body. We call this kind of programs as “minimum online
applications”. Minimum online application has the following advantages; a) no cracker can
use the program illegally as long as the server keeps the information/functions secret, b) it is
possible to punish a user who leaks out his/her password, and c) even if a program is used by
cracker, a legal user can suspect that.
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Fig.1 Checker in stand-alone applications.
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Fig.2 Authentication in online applications.
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Fig.3 Authentications in the conventional application and online game.
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Fig.4 Authentication in minimum online applications.
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Fig.8 Condition change caused by illegal use.
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tint plus(int in1,in2) tint plus(int in1,in2)

1

2 |

3:int sum int sum
4:sum<in1+in2 — tinT<—in1+1
5:return sum TEEA |[5:inl<inl-1
6

.} :sum<in1+in2
:return sum
8:}

09 QOOoOopoood

Fig.9 An example of redundant programs.
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Fig.10 Minimum online application with redundant program.
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Table 1 (a) Comparison of implementation/configuration.
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Table 1 (b) Comparison of security level.
P e PN =L FUTA TV r—vav SurSAD
7;9;3’-?5% 7;;;1/:‘}/ BRI R LA B A FEEER )
77V r—va iR 7Y r—va R >
X a )T 4 oRE
rarsg TIHE AR i AT AATHE
LOYE | Fzy BEOANANRR | B —NOFa VT4 | GERITovI—DB+ | P—R"0EFaV T4 | FP—"DEXaY T
W2 &0 REMARATRE BEEB I THHRY, | pREMENTRLE, 7 | BHIEZ+HTHY, » | BRI +FHTHY, »
TuITAOEELL | n ST LERELTRER | 2, ARWVEOAIEEHE | o, BEVEOLE A HE
B ARIEMERIIRFTHE EERATHZEEART | ETHIENTERY | ETHIENTERN
RETI A2V RBY, 7as7s0E | BY, 7rns 7 s08E
WEAREMAEART | 1L AAEHEMBEXARA
3 3
Y TE AIRE AR RurhE e FIRE
LEE | Efla—9paRiEa— | ER—VRREa— | BHN TS T 2%E | BN T 0 T 2% | ER—VFRRBIEa—
FEMACEESELTH | FEMAIKEE LTS | xR<ARB2DT, Eflz | xR<R50T, Efiz | FEHAKES LTS
EEZRN EEIRW —YRRBIET— FEAM | —F2RIE=2— & | BELARW
ANCEETHAZ L3 | A\KEETHZ LTk
WIRZZaEERT | WIS T LEEET
A4V 7 PUREICHEM | 4 L7 MY REITHKM
FThE, TurIakdk | ThE TesTakdt
BAT32ZLIXFHETH | AT 22 LIXRETH
B8, a5 LRFAR | B2, a7 AERK
KHEATEZ0E—AN) | KEATESDIE—A)
RIEREA Kt Kftpiv &< &< KDV
&< MACAREFER SRS | MACAREERAESND
L, BN Tu s I 0% | L, BARTRS T 0%
W RB(TursT | ExRRB(TursT
LEEAET 4V MY | 2EEET LT N
RECHALERAIC | REICHRBALEBAI
W, MAICREERSN | X, MACAREERSR
EBROVERZ—FRT | EHbERZ—FR T
s I AFERTZIZ | vl 722 BRATHE
& HIFTRE) & HIFTHE)
U1l(c) 00000000000 O000O0O0O00OOOOOOOOOOOOOOOOOnoo
Table 1 (c) Comparison of usability.
PO A =y 2= bFTA TSV = a v a-Ya SN,
7; Y ;i/ a j 7;9 ;i/f/ AR Z T W L R R 9)
TV y—=vavhk | 7TV S—varFR Nl
=Y T4
TG BAEa— KD Xy rU—7 Xy r9—7 Xy bv—7 Xy rT—7
—vav #r Bt & RORE Bt & AL Bt & AL Helor & BRI
ERADOEE | R2AT— FOMTROR | Ry MU—ZITHEFL, v MU= IZHERL, Xy MU= IZHHEL, Xy NU—ZZHEREL,
WCERE | T ANAADFHARE | 2 —FRIEENRALR | 2 —VFRBIEESALR | 2 —FRBIEE SR LR | 2 —VFRIEEEZ A LR
NAWHE | ITkY, FxohiAX | FhiFkbin FHER SR WEREE | ThiER B R2VWITRE | TR0
L7giiuid7e g EVa—NO—Hrd | B BOX 2T AR
WA 2T LT | ICH LTS a i
WA T N 2D | FAL ZADTFADNLE)
FRADLE)
#ERPC D X O A A A
FEE | b o THDOPCILT Y | BAMICPCIIRRTS | 77V r—vaved |77V r—vavkd |77V r—varki
Vo—varvkA VR | BOT, EOPCHLL | AT AV NI REXC | AT AV NI REZ | AT 4LV 27 PIVICHE
P—=VLTHEBLILER | F—ANZT77ALT | HELTRTE, Lo | AELTBTIE, 0| LTEITIE LDPCH»
bHBH* T7Vr—varvizfl | PC1bbT7 7YV r— |PC b7 7V r—v | bbb T 7Y r—vav
(PCON—Fy=TIHH | T2 LBNAHE aVEEATRRE RS | avEEATERL LD | REMATRERERD
ENRB/AE— itk o (EFXFa VT REL M| (EXa )T 43REL
TWaHAEIE, Blo PC V— A7 0B%RER | V= P47 OB E R
TOMERIEATTHE) ) %)
FRE Y RT a RETO
EREHRELTVDD
T, FHETF4 VI NI Y
DERERI LTS




968 ooooooooo Mar. 2003
01(d) 0O0OO0OO0OOOOO0OOO0OOOOOO0O000O0000000000000000
Table 1 (d) Comparison of performance.
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