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Abstract: Android has a permission system to prevent identity theft and so on. The system makes an an-
droid user grant the permissions such as “Full internet access” and/or “Read your contacts” to an application.
However,this system is not enough to prevent identity theft because a lot of the identity theft has occurred.
We assumed that the main problem of the theft is caused by the system which does not notify the user
the purpose of the application. Here, the purpose implies that the sensitive data such as “Phone number,”
“e-mail address,” etc. are sent to a URL. We therefore propose a static analysis method for highlighting
what the application does with permission so that the user can understand the purpose of the application.
In this paper, we evaluate our method whether it can provide us more sufficient information for determining
malware correctly than the existing permission system.
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Table 1 Types of user information.
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Fig. 1 The notice of permissions to a user.
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Fig. 2 The analysis of the relation of the permissions.
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ContentResolver cr = getContentResolver();

Cursor cursor = cr.query(ContactsContract.CommonDataKinds.Email. CONTENT_URI,
null, null, null, null);

int index = cursor.getColumnindex(ContactsContract.CommonDataKinds.Email.DATA1);

String sdt = cursor.getString(index);

3 ERRIRT— 7 OWUS
Fig. 3 Collection of contact data.
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Table 3 The mapping of source code elements.
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l this.tel = ((TelephonyManager)getSystemService("phone")).getLine 1Number(); l
—

l httpPost.setEntity(new UrIEncodedFormEntity(this.postzparams, this.request_encoding)); l

l httpCIient.execute(ht‘l%Post, this.response_handler); l

&R S ED

4 T oI
Fig. 4 The flow of the data.
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SampleActivity.java

Android SDK

SampleTask.java

public class SampleActivity extends Activity
{ {
@0Override
public void onCreate() {
SampleTask task = new SampleTask ();
task.execute();

public abstract class AsyncTask

public void execute() {
onPreExecute() ;
dolnBackground();

onPostExecute();
} } \
} }

public class SampleTask extends AsyncTask {
@Override

/———? protected void onPreExecute() { ..... }
\ @Override
[—

> protected Integer doInBackground() { ..... }

@Override

™ protected void onPostExecute() { ..... }
}

5 AsyncTask 7 7 A= {kR L7247 7 T 2 DEATIEF
Fig. 5 The order of analysis for the AsyncTask class.
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3.2 /X=Xy I3 OFHEBMORIHRIE
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D= FRITET 2L RTH 5. HIRATE L BT
BON—=3I v v a VICHEERD L0, [BaRA v —
Fy hTrRA] L [BEHFDOATF—5 AL ID OFHAY 7
Wl oN=3v 2 aryOlAaRICE->T, WMROBEHE S
AHFED URL ICEE SN TV AL H 5 2 & 2 FoR
5. FHBREICED LTI L TIE, 7— % 2445
PEETAYGE, VA= FIIXFENE LTEET LT —
Y DEANFDHPN TV BLEVH L. TD2H, T—H
DRI D 1 2L LT, IMEARE 21T BifEIC BV
HLTWA LTI EFRT A, T/, EETLT— FORE]
B LTI URL 2B IV b DO TH - 12354, [1hir]
EFRIREATH . UL, IRBEE SN T 05D L)
Ha—FIZE o TREENTWA R I —HFIEZ, Hk
MEDO1 2L L TR B L) T H2OTHL. &8, L
oML, EEICHWSN S URL 5tk L7z A b
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ELBA ¥ ¥ —3%y hF 7 A (android.permission.INTERNET)
RBEQAT—4 A LIDOBHER D O¥FFl(android.permission,READ_PHONE_STATE)

SHaRE(E O RTAEME HROBERS

URL http://fexample.com/script/sample.php

AREEICMbEXFF O UTF-8
http://example.com/script/sample.php
phone
tel

RRTI— RO © A

6 IHLLHER
Fig. 6 The result of highlighting.

Y—A3—F

public void sampleMethod(Bundle bundle) {
exec_post(this.androidid, this.tel, this.data);

}

soot

$r0 := @this: com.example.sample.SampleClass

Srl := @parameter0: android.os.Bundle

Sr4 = $r0.<com.example.sample.SampleClass: java.lang.String androidid>

Sr2 = $r0.<com.example.sample.SampleClass: java.lang.String tel>

$r3 = $r0.<com.example.sample.SampleClass: java.lang.String data>

specialinvoke $r0.<com.example.sample.SampleClass: void exec_post
(java.lang.String,java.lang.String,java.lang.String)>($r4, $r2, $r3)

return

7 V—A2— K& soot ®I— KDL
Fig. 7 The difference between source code of an application

and the code in soot.

4. FH

REFLEICL o TELWIRITHRZHL 2 L TE 50
RERRT A 72012, MELY =V EHW % 1T -
7. 2OV —)Vid Java N1 b I— FOR#EILY — IV TH
% soot[9] m HWTBY, TFIVr—YarDapk 774
Ve AJELT, K6 OuHALHE RO HTML % )5 %
bOTH5H., ZLT, ZORKRIIEDONWT, Z—Hpi—
IvyaryOfAENPOARET T) r—Yark ok
IIZHICEDL e EL L. B, soot DMIIT 5T —
FERI 7 oL H IV —Aa—=FE&Id®ELR L7, 3.1.2HT
WAV 24T ) FEiFT I soot DT 53— FIZH
N5720, 3.1 BOFETHNPTETH 5.
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L1 49—+ vy kP2t A (android.permission.INTERNET)
URL http://example.com/rss/sample.xml
AELEEICEIDSXFT @ http:/example.com/rss/sample.xml

EETI—ROER O BN

8 RSSHUST 77— a o bisE
Fig. 8 The result of highlighting of the RSS application.

4.1 BAMNBOTSUAr— 3>
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r—varyeE 6o~y T EMNMALZ. ERT 7Y
r—=1ar 3TN T TRV T T r—arThh,
<) = 71d READ_CONTACTS /8— 3 v ¥ 3 v % Bk
LT TN Tr—2a VHEPLERLIZLDTHL, 2O
V7, EXNA VRO VT 2T HINEL TS
contagio mobile [10] & V) 4 L 7-.

B, FHET7T TV r— a3 iiBwT, FIHEERE
HEETAT TV r—y a3 EE TN T 5. %
B2 77)r—va @bl JRRICH RS
WrREETALEINT 2T ERRINCT V2O, 2K
WS ThD, FDD, TOERT TV r— a3
YERNVT LT kB THNL, SNTICHRIAE R 2%
EIHZ LB LTS 20 2aHEi¥ 5.

F 72, WHALKSEDSE LW T 272010, EHT
T r— a3 v Cld secroid [4] &£ DILEE TV, —F87 7
Jr—aryidy—Aa— FCHHRICX A ERAIEL &
HWIDEOB OB ZER L. vV =27 IZ2w T
dex2jar[11] & JD[12] # HWT#ia v /X Vv L72Y — A
a—-FEREL, ER7 7V r—varovy—Aa— K<
& BHERR & FARICAT o 7.

4.2 A[RILER

MERICFIR SR E R E L TW AW 2L o7 7)) 7 —
Yavid, IRTELIEcE. 221X, B8 I
RSSHUS T 7V 7r—a v&Exg e Lo bR CTHh
A, EHRHIERE L CINTERNET /8= 23 v ¥ 3 Y &FH
LTWaBA, HERANEON=3 v v a yZHAHLTWA
Wiz, AR EOIREIZFIR S Ty, F 72, Bl
FOURL & LTV —AT— FIZHOATN TS RSS D
URL "B CETWA I D005, ZORMELY, x5
E LT T = a YHSRSS ORSMD &I INTERNET
N=3IvyaryEHHALTWT, WMRDTFT— FHERI%
BLTWGWDRELRT ) r—aryThdbEHNT
ER
SHRICRIHEE R ZELTWE 97 7)) r— 3
YL, THOT I = arBELLITCE 2. 72
E21E, X9 1d the movie RO T TV r— 3 v axfg e L
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EREA V¥ —F v bF XA (android.permission.INTERNET)
BEDAT—49 A £IDOBEH D OFFEl(android.permission.READ_PHONE_STATE)
AEET — 4 OBHI D (android permission.READ_CONTACTS)

SHEBRE(E D ATRERE RO BERS

BERDOT—¥
URL http://fsgs8 llsi jp/get51.php
SRR ICBEbEXFR O id

UTF-8

android_id

hitp://ssgss alss jp/get51.php

1

phone

tel

data

ZETI—FOME € B

9 the movie 2D T 77— 3 » OWHALIEG*2
Fig. 9 The result of highlighting of the malware.

TRATHERTH 5. the movie RO T 7)) r— 3 »id~ v
YT THY, FIMELET T EBAINTWE, 2T
)7 —3 3 1%, INTERNET - READ PHONE_STATE -
READ_CONTACTS /S—3I v ¥ 3y &#8KL, 4~ % —
v b EOBE 2 FAET S E L L ICHKOBRTE TR ES
ED T — & 2O — N~NEET S, M9 TlE, 1BHRA
TERD/$— 3 » ¥ 3 > & LT READ_PHONE_STATE /¥ —
I v ¥ 3k READ.CONTACTS /S— 3 v ¥ 2 ¥, 15
HWERD/N—3 v 3 & L TINTERNET /85— 3 v ¥ 3
YOFIHINTBY, [HIRATIES &G TTEICEE D D
L2 ENFERENT VS, E5IZ READ_PHONE_STATE
N—=3 v vary&EFMT 5 getLinelNumber() XV v F
B KOEFEFE T2 BET LAY v KO0, IR%EE
DOHFEHE LT [MKOEHES | "IN TWwA5,
READ_CONTACTS /¥— 3 v ¥ 3 » 22\ Tld, API call
PO TIREFFETRPA—NT FL AL 2200755 H
BN TER VD, FHRREOWTREME & LTIk
BAEREERTH L [EFROT—5 | HPDENTW5,
F72, BERE URLICOWTH vV —2ATa— P oA T
NTWD URL BPUSE ENTWAEZ D00 5h. ZOREE
LY, HRELAET ) r—va YIZBEHELET 7 &
HAENTVBIZE 2 hb 53, READ_ PHONESTATE
N=3IvTaryzlwTiis SN KOBEFEEFT X,
READ_CONTACTS 78— 3 v ¥ a Yy &ZHWTHE SN
EAEIRD 7 — A INTERNET /8— 3 v ¥ 3 Y12 X - THE
HICERE SN TWAZ D yh b, 7T7)r—var
DIBANEE BT 52 LT, <V = 7 O REMED W
ZEDHIITE B,

B, 2 0T 7Y r—3 3 v CTHERICFI BT H T %
fELTWAEZERIELLBINCTE B odz, THIEY — 1
ICREADAE L2 & &, 3.1.1 Tk~ o API
call ZFRTHMO THETEDL NN =3I v v arvHFEINnTH
D, FNDPIE LB TE LD >72720TH 5.

2 2y 2 72 S URL D720 —EBINT L7-.
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ZD70, BlEHGELZLOT TV =3 a YRR 540
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5. BAEIRTRE

Android #iRICA VA P =V ENTWAET ) r—3 1
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FHAONR—SwoayiEHEhELE

A—HOEBELTUTON—S v avicBbaMiENEMTEET
WiESET— ¥ OEEAELD (android.permission.READ_CONTACTS)

B 10 KFHS—3Ivva s Bmiliof 2—JK

Fig. 10 An alert for notifying unused permissions.
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