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A Method for Detecting Fault
Caused by the Violation of Implicit Coding Rules

TOMOKO MATSUMURA,! AKITO MONDENT
and KEN-ICHI MATSUMOTO

In the field of legacy software maintenance, there unexpectedly arise a large number of im-
plicit coding rules, which are usually undocumented. Violating such rules causes injection of
a new fault. As maintainers move between companies and job assignments in the long main-
tenance process, some maintainers who are not aware of a rule often violate the rule, and,
the same kind of faults is repeatedly introduced. This paper proposes a method for detecting
code fragments that violate implicit coding rules. In the method, an expert maintainer firstly
investigates the causes of failures that have been described in the past fault reports; and,
identifies all the implicit coding rules that lie behind the faults. Then, code patterns violating
the rules (which we call violation patterns) are formally described in a pattern description
language. Finally, potential faulty code fragments are automatically detected by a pattern
matching technique. The result of a case study with large legacy software showed that 32.7%
of failures, which have been reported during a maintenance process, were due to the violation
of implicit coding rules, and there were 39 rules at the start point of the maintenance process.
Moreover, 152 faults were existed in 772 code fragments detected by the prototype matching
system, and 111 of faults were not reported in the fault reports. It shows that the method we
proposed is effective in detecting faults.
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Table 1 Examples of implicit coding rules for violation pattern.
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Fig.1 Example of the condition in which a violation
pattern was generated.
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Fig.2 Overview of fault detecting system.
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Fig.3 Example of fault report.
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Fig.4 Pattern description symbols (from Ref. 19)).
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Fig.5 Pattern for finding the maximum in an array of
integers (from Ref. 19)).
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Fig.6 Extension of pattern description symbols.
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Fig.7 The architecture of the SCRUPLE system (from
Ref. 19)).
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Fig.11 Schedule of the software used by case study.
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