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Protecting Mobile Agents against Malicious Hosts
Using Tamper Resistant Hardware

HirovosHI HARUKI,*® NOBUO KAWAGUCHItT 1t
and YASUYOSHI INAGAKIT2C

Recently, it is getting possible to make simple data sharing and exchange among personal
computers by advances in computers and wireless communication technology. However, in
the existing technology, once a data has been sent to other hosts, it is impossible to control
the redistribution of it. In this paper, we propose a data protecting and management method
using mobile agents. However, mobile agent can be tampered by malicious hosts. We propose
a mobile agent protection method using tamper resistant hardware for public key encryption.

June 2003

The method enables a flexible data management using mobile agents.
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Table 1  Security of mobile agents.
ooo oo

M-HOO 0000o0o0ooooo0OMODDODOOOHOD
ooo

R-MODO 000000 ROODDDOOODODOOODOOO0MO
oooo

H-M OO gooooOooHOODOOODOOODOOOODDO
oMOOOoo

gooooooooooboooooodobooobooa
goboooobooodebonOOoboOoooOoOooood
gbooocooobooboorvoooooooooooooo
gbooooooo

2. 0ooboooooooboooboo

0000000000D000000000O0000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000O00000
0000000O0000000D0000000000
00000000 D0OO0O0000
00000000000000000000000
100000000000000000000000
00000000 10000000M-HOOOR-M
O0DO0OH-MOODO 300000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
ooooO0ooooon
M-HOOODOOOOOOOOODOOOOOO0OOO0O
00O000000000000000000000O0
000000000000000000000000
0000000000000000000R-MOO
000000000000000000000000
0000000000 00000O0®90H-MO00
0o00000O000O00O0OoOooooog?™o
0000000000000 00000000000
00000000000000000000000O0
000000000 000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000O
000000000000000000000000
000000000000000000000000



Vol. 44 No. 6
ogoooo

3. jboooboobbobooobo
gboogooooaod

3.1 00000000000D000000000
0Oooooooo

0000000000 0000000000000
00D000000000000000000000
000000000000D000000000000
000000000000000000000000
00000000000 00000000000000
oS00 0000000000000 ONONONOooo
0000000000000 00000000000
00000O00O0O0ooon
00000000000 0O0O0O0O0O000D0O000
000000000000000000000000
00O0000000000000000000000
00000000000D0D000000000000
00000000000 000D0000000000
000000000000 000D0D000000
0000000000000 00000000000
00000000000D0000000000000
000000000000 000000000000
000000000000000000000000
000000000000 000000000000
000000000000 000000000000
0000000000000 00000000

0000000000 0000000000000
0000000000000 00000000000
000000000000 000000000000
0000000000000 00000000000
00000000000 00000000000000
000000000 TRHO Tamper Resistant Hard-
ware00 0000000000000 O0O0O0DOOOO
000000000000000D000000000
000000000000000000000000
000000000000 000000000000
000000000000 SbO00000 " 0000
000000000000000000000000
000000000000000000O0O0000'Yo
000000000000000000000000
00000000000000000000D0O000
ooooo

Y http://www.memorystick.org/
00 http://www.panasonic.co.jp/avc/home/sd/

oobooooooooooooooboooooooooooo

1615

Mobile Mobile
Agent Agent

Pubpyca O Mobile Agent System
Prigy O MA
Manager

TRH-MA

Certraca | Cert
+ Interface

Pubppy

01 0000000000 D0OO0O0DODOOO0ODOOO
Fig. 1

OS/Hardware

The structure of mobile agent system we propose

in this paper.
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Fig.6 Java byte code acquisition problem.

000000000 OOOO Code Databased OO
000000000000 000000000 MA2
goooooooooooo
00000000000 QOClassLoader 00O ClassO
Code O MD O00O0OOOODOOOOODOOOD
0 ClTableO O O MA Manager 00O Objectd Code O
MDOOOOOOOODODOOODODO MmTabled
O0000O00OOCoded MDODODOOCode OO
000 0O Message Digest 0 0 0000 O ClTable O
MmTable 0 OOOOOOOODOODOOOOOODOO
gobooboboooooboboooobooooog
ooobobooooo
(1) ClassLoader0 0000 Namel OO OOOO
0 Codel 0ODOOO Class1 OOOO
e ClTable O Classl O Codel O MD O
MD(Codel) DO OO
(2) MA ManagerJ 0O O0OO00OO Objectl 00O
goboooooooooon
e Objectl 00 0TDODO Classl O OODOODO
O000Q0O0OoOoOo Codel DDODODO
(a) ClassLoader0 000000000
Classl OO OOOO Namel O
goo
(b) Code Database 00000000
000000 Codel DODOO
(c) 0000 Codel D MDODDOOO
ClTableD OO MDOOOOOOODO
MA Manager 0 Codel 0O OO
e MmTabled Objectl O Codel O MD O
MD(Codel) D000
(3) T™IODOOOOODOOUOOOODOOOOO
00000 MA Manager 1O OO0
e MA Manager 1 00000000000
OO0 NamelOOOO

oobooooooooooooooboooooooooooo 1621

e Code Database 0O OO ODOOOOODO

000 Codel DO OO

e 00OODO Codel O MD ODOOOO

MmTable 0 MD OO OO0OO0O OTMI

O Codel DO OO
000000000 0O0oooooooogTMIO
ClassLoader 0 MA Manager 0 0000000000
TMIO MA Manager 0 0000000000000
0 0O MA Manager( ClassLoader 0 00000000
TMIO OMA Manager 0 000 O O ClassLoader O
00000 O0ooOoOeiooooO ClassLoaderd TRH
Ooooooooe2e3sggooooO JAROOOO
O00oooDoooooooooDooOooOooooon
0000000000 000oooooooon JAR
00000 Java Native Loader 00 0000 240TMI
O ClassLoader 0 Java Native Loader 0 0O 0O0O0O
00o0000o000oooooooooesgoon
O0000C0O0ODDOO0O0O0000ClassLoaderd 00O
000000OMA Manager 0 000 0O TMIO O My-
ClassLoader 0 0 000 O MA Manager 00 000
oooopooOoUooooooUoUoUoooUoooooo
0000000 MA Manager 00 OO0 Q000
5.2 000000000
0ooOopDooDoOooooooooooooogo
0 0 MAGNETO Mobile AGent NETwork 3?0 O
00000 70000000D0O00OO0OOO0O
000000000000 000000000oo
0000 JwvaOOOOOOODODOOCOCOOOODO
oo0o0oooooooOooUoooooogooood
0oooooooOooOoooOooOooooooogo

6. O O

6.1 DO00O0OOOOOOO0ODOOO
deOOooOoobOOOOOOOOOoOOOOOO
goboOoooobooooboboDObDobODODO

91 MAManager.getClass().getClassLoader ()
"2 DDDOO00000ClassLoaderd MA Manager 0 00 00
gooooooooooooooooooooboooo

3 ThCAODOOOOOOTRHOOOOOOOOOOOOOOO
00000000 ClassLoaderd MA Manager0 00000
gooooooo

Java Native Loader 00 0000 JarO0OO0OOOODOOO
O0Jar00000O0OOCDOOOOODOOOOOOOOOO
gooooooo
MyClassLoader.getClass().getClassLoader() == Java
Native Loader

04

05

96 MyClassLoader.getClass().getProtectionDomain()

.getCertificates() DO O00ODO



1622 goooooooo

Encrypt/Decrypt

I Network

07 DDOOO0OOO0OOOOOOOD
Fig.7 Prototype system.
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