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Implementation and Evaluation of TCP/IP Protocol Stack
for Embedded System

TsukAsAa ABE,* HITOSHI YOSHIMURA' and HIROSHI KUBO*t

An embedded system has restrictions, such as memory capacity, weight, size, and power
consumption. For this reason, TCP/IP protocol stack for connecting with the Internet must
also take restrictions of an embedded system into consideration. The ITRON TCP/IP API
Specification for the embedded systems using the ITRON real-time kernel is taking these
restrictions into consideration. This paper describes implementation of a TCP/IP protocol
stack by ITRON TCP/IP API Specification. This implementation satisfies severe resource
restrictions of an embedded system, and is selecting them carefully only to the indispensable
communication features. While the socket interface generally used by operating systems such
as UNIX has implemented and used in many general-purpose computers, but it requires many
resources in order to realize advanced abstraction. In our evaluations, comparison with im-
plementaton of the TCP/IP protocol stack by the socket interface was also performed, and
the validity of implemention by the ITRON TCP/IP API Specification was confiremed.
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Table 1 Unimplemented networking features.
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1: static int

2: sendit(p, s, mp, flags, ssize)

3: .

4: {

5: .

6: error = getsock(p->p_fd, s, &fp);
7 ce

8: so = (struct socket *)fp->f_data;
9: error = so->so_proto->pr_usrregs
10: ->pru_sosend(...);

11: -

12: }

01 senditOO
Fig.1 Function sendit.
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Table 2 ITRON TCP/IP API.

ooD oooo

TCP_CRE_REP TCP ODOOOODO
TCP_CRE_CEP TCPOOOODODO
tcp_acp_cep goooooooooobooo
ooboooooooooo
oooooooo
ooooooooo

tcp-con_cep
tep-_sht_cep
tep-cls_cep

tcp-snd_dat ooooog
tcp-get_buf oooooooooo
tep_snd_buf oooooooooooo
tep-rcv_dat ooooog
tep-rcv_buf gooopoooooo
tep-rel_buf ooooooooog
UDP_CRE_.CEP | UDPOOO0ODDOO
udp-snd_dat goooooo
udp-_rcv_dat goooooo

) 000000000
) 00000000000
) 00000000000
) APIODOODDOODOO0
0000000000000D0000000000
oooooo
(1) 0000000000 D00000000000
oooo
(2) 000DO0O0O0DOODOO0O0O0 APIOOOO
(3) RTOSOOOOOO
(4) 00DO0O0D0OO0D0O0O0O0O00O000
TCPOOOOO APIO 140000 APIO 7000
000000UDPOOOOO APIO 40000 API
040000000000000000000000
000000000000000000 TCP/UDP
0000000 TCPOOOODOOOOOOODO
00000000000000000000000
000000000000000000000000
000000 ITRON TCP/IP APIO OO TCP/IP
000000000000000000000000
oooo
5. 0000
(1) 0000000 O0O0O0DO0O00
0000D000000D0000000000 2
000D0000000000000000000
0000000000000000000000
(2) TCP/IPOOOODOOOO
400000 ITRON TCP/IP APIO OO0
000000000000000000(1)0
000000000(2)0000000000
00000000(3)0 (4)00000000

o~ o~ o~ —~

1
2
3
4

June 2003
1 1 2 0or2 640000 +MTU
‘ idix ’ unit ’ len ‘ align ‘ buf

02 0D0000D00O00D00000 net_bufd
Fig.2 Network buffer structure (net_buf).
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Table 3 Socket interfaces and file manipulating functions.
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static int
get_char (ID cepid, T_BUFFER *rbuf)
{
int len;
if (rbuf->index >= rbuf->len) {
tcp_rel_buf (cepid, rbuf->len);
if ((len=tcp_rcv_buf(cepid,
(VP*) &rbuf->buf , TMO_FEVR) ) <=0)
return EOF;
else {
rbuf->len
rbuf->index
}
}
return rbuf->buf [rbuf->index ++];

}

len;
0;

03 0ooo Arprond
Fig.3 Example of zero copy API.
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Table 4 Number of allocations for structures.

ooo oo | ooo oo
0] | poo) | moo]

ooooooo 3 28 84
oooo 2 160 320
TCPOOOOOD 3 188 564
00000000000 3 96 288
0 0DOOO0m 1,256

7.2
od

(1)

TCPOOUOOO TCPOOOUOUDPO UDP
00o0oDoooooDooooooooon
goooooogooog TcpO 10000O
Ooodooooooooooooooood
0000004000000 1,2560000
000000000 0O0OITRON TCP/IP API
gooooooopooooooo TepoOO
OO0 1960 00O0TCPOOOO 2000000
ooooooOob 20000 43200000
000 1/3000000000000
ooooooo
0oooooooOooOooooOo1l1oO0oooon
O0oooooOooooDoooooooood
00000000000 oooooooooon
0O OITRON TCP/IP APIO 0O0OODDOOODO
00o0oooooooooOooTcp d UDP
000 APIOO0OD0OOCUOCOCOOODOOOO
040000000APIDOOO TCPOO
O UvbPpOOO0O0OODOOOOOOOOOO
0oooDoDOoDO0O0oOooOoooooooogg
Oo00oUooooopuooDooooooooo
O0oooooooooooooon
net_buf 00

00000 net.buf0 000000000000
000000000000 mbufO0OOODO0O

(2)

June 2003

oobooooo

]
tcp_snd_dat ITRON TCP/IP

API

Y

tcp-_output

TCP

Y

ip-output

1P

Y

IF_.OUTPUT oog

goooooo

04 0OO0O0OODOOOOO
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Table 6 Memory requirement for communication features.
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Table 7 Memory requirement for all system.

1589

oo

0000
oooj

ITRON
ooo]

oo

goooooo
gooooo
oooo
ooooooo
oooooo

9,040
1,720
43,091
20,480
111,934

4,746

40
32,666
16,446
21,222

52.5%

2.3%
75.8%
80.3%
19.0%

O om

165,785

75,120

45.3%

000000Do0OoO0oDo0ooooooo 2%0

gooooooboooobooooono
O0000000Onet buf0 0000000
00000000 UoDoooooooo 6%0
ooooooooooboooooo

74 00000000000
oroo00O0000000O0oOOobooobooooDO
000000000000 oooRAMOOOOOOO

orROMOOOOOOOOOOOOOOOOOOOOO

000000 45%00000000 ITRON TCP/IP
APIOOOOOOOOODOOO

(1)

(3)

(4)

gooooobooooobooobooooooobo
ooobooooooboooobobooooooo
ooooobooobooooooooooooo
gooooooobooboooobooboooooboo
oboboobooooooobooooobooon
gooomoooooboooooooooon
gooooooogoooolocrLooono
oooooooobooooooooooaoa
00000000 OITRON TCP/IP APIO O
IPO0O0O0OOOODOOOO0OOO 2.3%000
gobooogooo

0000000 ooons8»uoooooon
ooogooooboooooboooooooooo
ooooooooboooooobooooooo
00 OTOPPERS/JSPO0O0O0DOO wITRON
40000000000 DOOOODODODO
gooooobooooobOobOooooooooo
goooooooooooooboobodoon
OoooO0o0o0o0O0Ombuf0000O0DBOOO
gbooooooobooobooboooooooao
gboboooooboooobooooobooobooo
ITRON TCP/IP APIO 0O Onet-buf 0000
O000O0Onetbuft0000000000OO
ooboooooooooooooocooobooon
goooooboooboooobob e 8800000
oooooooooooobooobobooo



1590 goooooooo

08 wwwoooooooooo
Table 8 Memory requirement for WWW server.
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