Vol. 44 No. 8 goooooooo Aug. 2003

goboobootoboooobobooboon

O o o of o o o of
O O O of O o Ot

0000000000000 0000000o0oooooOO0O000000 00BLPO Bell and
LaPadulaD 00 0000000000000 DODOOOO0O0DOOOOO0O00O0OO0OOO0OOO0OO
gobooooooooooooooooooobobo0ooooboOooobooooooooOooobooooo
000000000000000000000 SLAD Security Level Assignment00 00 0000
gooooOo0oooooOoBLPOOOCOOOOOOOOOOOOOOOOOCOOOOOOOCOOO
Doo0ooo0oO0o0o0oo0ooooooooooooOoSLA0O0DOO0OoOoOoOoooooo
00obo0000oo0oo0o0o0oooO00ob00o0o0oooooooooooObo0ob0O0ob00O0O0000000o
gooooooooooooOooooOoOoObOO0OOOOOOOOOOODOOOOOOOOO0OooOOo
0o00o0o0oo0o0o0o0o00ooO0osSLA0O00OO0OOO0ODO0O0oO0o0ooooooooooo
gooooooooooOooooOoO0obO0ObOOoO0O0oO0OO0ooOoO0O0ooOOOO0b0O0OooOOOb000000
goooooooooooooobOoobooOo0oOoOoOb0U00ObOObOOoOoOoOooboOobOOoOoooOon
goooboooooooooOooooooooOooboooo

Assignment of Hierarchical Access Right Which Uses Time Division

KivyokAzu INOUE, YUKI NAKAMORI, NORIYUKI SHIMOKAWAT
and HIROSHI NAGASE®

The hierarchical access control using the BLP (Bell and LaPadula) model is known as a ef-
fective technique of the mandatory access control in a file system. Since this access flow control
restricts information flow to one-way from low level to high level, the system of high confi-
dentiality can be built. Moreover, SLA (Security Level Assignment) algorithm is prepared in
order to determine the hierarchical level information for many files. In the hierarchical access
control design based on the BLP model, access demands are firstly collected from each user.
Then, sometimes inconsistency may be included in those demands. As for SLA algorithm,
only detection of such a demand is possible. The system administrator needed to request
the user who presented inconsistent access demand. This paper proposes SLA time division
algorithm. This algorithm is based on the case that each access demand does not always to be
kept constantly. Because of the characteristics of temporal access demand, if sufficient time
to fill a access demand of a user can be assigned, the produced surplus time can be assigned
to other access demands. An access demand can be fullfilled by this algorithm, without any
additional design examination taken by a user.
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Fig.1 The principle of hierarchical access control.
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Fig.2 An example of demand including inconsistency.
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Fig.3 Time-dependent integrated demand graph.
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Fig.4 Time division of a demand.

01 0D00000O0O00D0O0OO0000O0

Table 1 Information flow by combination of execution.
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Fig.5 The example of integrated demand graph
including the contradictory demand.
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Fig.6 Labeling process.
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Table 2 Composition of storage area for loop check.

LNo | Entity from | Entity to
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Fig.7 Integrated demand graph after label assignment.
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Table 3 Storage area for loop check where label is stored.
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Table 4 Composition of target loop table for time

division.
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Table 5 Target loop table for time division.

LNo Pt Pv oooo
1 1 | Dy, Ba, Ay 6)
1 2 Dy ,Cy, By (@)
1 3 | D1,B2,E1,D @
1 4 D,,Cy,F1,E,D @
2 1 E{, Dy, By (©)
2 2 E{,Dy,Cy,By, Dy @
2 3 Ey,Dy,Cy,F,E; @
2 4 Ey,Dy,Cy,B1, A ®
3 1 Fy,Ey,Dy, By, Ay (©)
3 2 Fy ,E1,Dy,C @
3 3 Fy,Ey,Dy,Bs, Eq @

o o | o o
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Fig.8 Detection of minimum loop composition.
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Fig.9 Sequential demand decomposition of the detected

minimum loop.
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Table 6 The execution order table.
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Table 7 The shared-demand table.
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