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Awase-E: the Method Enables an Image-based Authentication
to be More Secure and Familiar for Users with Providing
Image Registration and User Notification

TETSUJI TAKADAT and HIDEKI KOIKEft

We propose the method that makes image-based authentication to be more secure and fa-
miliar to users. We introduce a novel image-based authentication system, called “Awase-E”,
based on the methods. Current image-based authentications have some problems: using ar-
tificial images, necessary for memorizing some but not a few images and presenting password
images at all time. In order to improve them, we introduce “image registration” and “noti-
fication to users” into image-based authentication. It makes possible to reduce the load to
human memory and build a security against some types of attacks.
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Table 1 The three major authentication methods.

oo O

0oo0pD0ooooD IC CardO O
0oo/0000000 oooo0o + 000000
00000 PINO
0oooo0ooooD

ooooooooo

% 4

@ATV

,,,,,,,,,,,,, EESTEEE

hnp://www.sims.berkeley.edu/~rachrna/dejavu/
01 DejaVub0O0O0OOOO
Fig.1 A screen image of Deja Vu.
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Fig.2 Detailed authentication method in Awase-E.
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Fig.3 The four modules on “Awase-E” and in

comparison with current authentications.
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Fig.4 Process flow about image registration.
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Fig.5 Process flow about setting a password image.
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Fig.6 Process flow about authentication.
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Fig.7 Process flow about user notification.
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Fig.8 The relation between safety and usability.

goboooooboooooooboooobooooon
ooo

oobooooooooao
ooooobobooooooboooooobobboo
gboooooooooboooooooboDbOonboo
gbooooooobooodooaoo
000000000000000 80 @OOO @
00000000000000@OD0000000
00000000000000@OO0000000
goooboboooooooooooobooooooboo
oooooooobooooooboboooooobooon
goooobooooobooooooboooboooon
oooboboooooooooooooooooobooo
000000@O0000000000000000
gobooooooooobooboobooboobo
ooboboooooobooboooobooobooon
gooooboooooobooooooooooobo
goooobooooocbobooooboobooooooo
gboboobooboooooboobooboooooooDo
ooo0oooUoooo/oo00oouooooooo
goboooooOoobOoOoooooobooooooooo
oooOoooOoooO0Ob “0ob”o00oooooo
gooobooooooooobobboooboboOboo
goboooooooobooDbOoobOoooDbOonbo
00000000000000000%000000
gogboooooooobboodgod

4.3 0OOO0OO0OO0OOOO
goboobobooooooooocooooobooooon
uoooooooobooobooobooooooo
goooobooooboooboboboboobooboooo
goooocobooooooooooo
ooooooooooobooooboobooobooo
obooooooboooobooooooooooboo
gooboooooobobooobooooboooooo

goooooooooooooooboooboog 2009

0000000000000 1000000000
000 5KbyteJOOODOOOODOOO 100000
0000000 30000000000000000
150CGhyte 000000000000 OO0OO0OOO
ooo

00 100000000000000000000
000000000000000/000000000
00000000 1KbyteDOOOOOODOOODOO
000000000000 000000000000
0000001)0000000000000000
000000000000000000000000
10000000000000 5KbytedO 1Kbyte
00000002 40000000000 1000
00000000 9Y00000000 WebODOOD
000040000000000000000000
0OWebOOODOOODOOOOODOOOOOOOOO
000 1KbyteDODOOOOOOOOOO 1000
000000000000000 900000 Web
000000 10KbyteDODOOOODOOOODO 40
00000000000 0000D10000000
00000000000 40KbyteDOOODOOOD
0000/00000000 400000000

00000000000000000000000
0000000000000000000000 Web
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000 00000000000

0000000000000 0000000000
000000000000 000000O000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0Oo0O0oOoO000Ooooo

44 000D

000000000000DejaVu0O0OOOO0
000000000000000000000000
0000000000000 00000000000
000000000000000000000O00O
00000 Deja VuOOOODOOO0OOOO0OOO
0000000000000 00000000000
000000000000 0000000Angeli0O
00%00 Deja VuOOOODODOOOODOODOO
ATMOOOOOOOOOOOO0OO0OO0O0O00000
000000 Deja VuDDODOODODOOOOOOODO
0000000000700 0Deja VulOOD0OO0O



2010 goooooooo

WebOOOODOOOOOOOOOOOOOOOOOO

gobooooooobobOooobooboOoobooo

DejaVuOOOOO0O0O0O0O0O00O0O0O0OCODODOODO
000%12000000000000000000
0000000000 0O00DB0 DejaVudoonong
00000000 Deja VuOOOOOOOOoonO
00O000000®000000000000000
gooooooooooobboboooobobooOoOon
gooooboooboooooooobooboood
gooobooooooobooooooooooooo
goooobooooooooooobooooooooo
gbooobobooooooobooooooooooo

gboobooobooobooboooooobocoboooboon

gooooooooooooooboooboooboooon
gooboooooooboooooboooobo
gooobooooooooobooboooooooo
oooboobooooooooboooon
0000000000000000000®000
00%00 “000000000000000000
goooooo”0oo000000o0boO0obooooo
goooboooooobobooooooboooooo
gooooooooboobobooboboooooon
gooboobooooooboooooooboooooboo
goboooooooobooooooooboooobooo
gooooooooooooooooobobooboooon
gooooooooboobOoooobooooDbOonoo
goooooooooboobooobooooboboboon
goboobooooooooboooboooobooon
gboooooooooooboooobooboooa
goboooboooboboooooocooobooooo
oobooooboooboooooooo
ocooooboooooo«“co”obooOooonoo
gooooobobobooboobooooooooooooo
goooobooobOooobooooooboooboon
goooooboooooooooboooooooooo
gooooooooboobooobooobooobooooo
oobooooooooooooboobooboooooooo
gbooobobooboooooooooooooooan
goboboobooboodoobdoboobooooooo
goooobooooooooboooboobooooon
gooooooooooooooboooobooooon
goboooooooooooooooobooobooooo
ooobooooooobooooooboooooooo
gooooboooooooooooooboooobon
goooboboooboooooooooooboboon
goooboo0ooooboooobooooooooo

Aug. 2003

000000000000000000000000
000000000000000000000000
00000000000000 “000000000
0”’00000000000000000000
000000000000000000000
00000000 D00000000D00000000
000000000000 000000000000
000000000000000000000000
000000000000000000000000
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00D000000D00000000000000 20
0ooooooooooo
10000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 00000000000
00000000000000D0000000000
000000000000000000000000
0000000000000 D000D0D0000000n
00000000000000000
20000000000000000000000
0000 “00”0000000000000000
000000000000000000000000
0000000000000 00%00000000
000000000000000000000000
000000000000000000000000
0000000000000 000D00000000
00000000000 D00D000000000000
0000000000000 0000000000
000000000000000000000000
000000000000000000000000
0000 00000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000 000000000000
oooog

000000000000 000D00D0O00DOg



Vol. 44 No. 8

gooooooboooooocooobooboooooo
gboooooooboobOoOoOoooooobOOooon
oooooboooooboooboooboooooooo
oooooooon

4.5 0O0O0O0OO
gooooobooboobooooooboobooobo
ooo
gooboooooodoooooboooooboooo
gbooooboooooobooooooooooooa
gooooooodoooooobooobooooooon
gobooboooooooboobooooooboooboo
goooobooooooooobooooooooooo
oooog
obObooooooobooobooooooooboobo
gooooooooboooooboooobooooboooo
ooobooooooobooobooooooboo
gooooooooboooooooobooooooo
oooooooon
gobodooooooobobobooooooooboooa
goooodoooooooobooooboobooooo
gooobobooobooooooooboocooooo
gboobooooobooooooooooocooaon
gbooooooooooboooooooobooooon
goooooobooooboooooooooooon
gboooobooooboooooooooooboooon
oboobooooooooboooooooobooooo
oooooooooooboooboooooobOonbo
oboboboobooooboobooooooooooooa
goooboboooooobooooooooobood
gobooobooooboooobooooboooooo
gbooooocobocoooobooooooon
ubooooooocobooooobooboooooooo
obobooooooooobooooobooooooon
goboooboooooooooooooobooooo
goooooooooooooboooooooboo
gooooboooooooooboooboboooooo
gobooobooooooooobooboboDboDo
gooooobobbooooooooooooooon
gbboooododooooboooo1oob0boboooa
goboobooooooooooooooboooboo
gboooooocooooooboooboobooo
gobooooooooooo

5. 0D OO0

ooooooooboooooooooboooooobo
goooboooooobooooobooobooooooo

goooooooooooooooboooboog 2011

goboboooboooooboooboooooooboobooo
gooooobooooboobooboooOooooooboooo
oooooon
ooooobooooboooobobooooo 200
gooooooooooooobooobobooobooo
gooooooobooboobobooobooooboobooo
gobooooooooboooooooboonoooo
goobooboooooboobooooooooooo
gboboooooooooboooboooooooog
gobooooobooboooooooooooboooa
goooboboooooooobooocooooobooo

ooo

goooooooooboooooooboooooo
gboboooooooobooooooooooobooo
gooooooooobooboooboooboooooo
gooooooooooo

g o o0 o

1) Dhamija, R. and Perrig, A.: Deja Vu: A User
Study Using Images for Authentication, 9th
Usenixz Security Symposium, pp.45-58 (Aug.
2000).

2) Perrig, A. and Song, D.: Hash Visualiza-
tion: a New Technique to improve Real-
World Security, International Workshop on
Cryptographic Techniques and FE-Commerce
(CrypTEC) (1999).

3) Angeli, A.D., Coutts, M., Coventry, L. and
Johnson, G.I.: VIP: a visual approach to user
authentication, Proc. Working Conference on
Advanced Visual Interface (AVI2002), pp.316—
323 (May 2002).

4) 000000000000 0OOOUOODoOOoO
0000o0oo0o0oooonooooooooon
000000000 Vol.4l, No.8, pp.2216-2227
(2000).

5 0000000000000 00OO0OU 43630
000000000 UNIX MAGAZINE, Vol.16,
No.7, pp.185-189,0 0 0O OO O (2001).

6) 00 0OO00O0OOOOOOOooOoOoOoobooOoO
000D0mooooooooooooooooo
0 20000 CSS 20000 pp.213-218 (Oct. 2000).

7) 00 0O0o0O0OOOO0oOoOooooooood
00000000 WebOOOODOOOODOOOO
00000oooooooooooooooooo
00 2002-CSEC-160Vol.2002, No.12, pp.91-96
(2002).

8) DOUUO00OU00UUUOOoUOLoUOUooLOUO
0000—0000000 GATESCENED OO
0000 moooooooooooooooon
No.10, 000000 (July 2000).



2012 goooooooo Aug. 2003

9) 00000000 /o0oOoooooouoo
gooboobooobo mooooooooooooo
00 0(2001). http://www.mneme.co.jp/

10) 0000000 O0ooU0oOoOoooooooooon
00000000 2002-326920 000 (2002).

11) 0000000000000 UOoOoUoOOoOn
goboooooboooooooooobooboo
000000 DICOMO2001 M pp.458-465, 0 0
0000 (June 2001).

12) ZDNet News JAPANO OO UOOOOOOOOO
0000000000000 http://www.zdnet.
co.jp/news/0205/28/ne00_password.html (May
28, 2002).

(00140 120 2000)
(00150 6 03000)

o0 oOooogooo
200000000000000
gooooooooooooooo
gooooooooooooooo
] gooooooooooooobo
- ooooooooooo200300
gooooooobooobboooooooooooooo
gooobobodooooooobooooooooon
O0O0OO0OUO0OOOOIEEE/CSOACMUOOO

00 ObOOoDboboo

19910000000000000
gboobooboobooboogo
gboooboobooooboooboobogoo
oooo4oooooooooa
goboooobboooooboooo
199401996 0 01997 O U.C.Berkeley DO OO OO
2003 O University of Sydney 0 0000000000
oobooooooooboboobOobbboOoOgdPer-
ceptual User Interface00 000000000000
oboobooboooDb1oooooooooboooo
gooooogpo20000000000 DICOMO2000
gooooo0D02001 O IEEE VR2001 Honorable
Mention for the Outstanding Paper Award 0 00O
IEEE/CSOACMUOOUO0O0OOOOOOOOUOOO




