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Clone Match Rate Evaluation for an Artifact-metric System

HirROYUKI MATSUMOTO" and TSUTOMU MATSUMOTO't

We have examined magnetic artifact-metric systems, which authenticate an artifact by

verifying intrinsic patterns from magnetic texture randomly created on it.

Also, we have

illustrated how to efficiently evaluate the accuracy of authentication for a magnetic artifact-
metric system. In this paper we produce clones using a magnetic material in accordance
with acquired signals from the magnetic texture on a genuine artifact, and then measure the
acceptance rates of them for the magnetic artifact-metric system. Based on our experimental
results, we reveal that the clone match rates (CMRs) do not always depend on the original
false match rates (FMRs). Therefore, we should evaluate the CMRs of the system using
possible clones when we examine security of artifact-metric systems.

1. Introduction

A recent trend in counterfeiting is “ca-
sual counterfeiting” with easily available tools
and materials, such as for desktop publishing.
The spread of casual counterfeiting by non-
professional counterfeiters has stimulated re-
search and/or extension efforts on security of
valuable documents, such as banknotes, pass-
ports, tickets, cards, etc.

Individual authentication of each document
by verifying its physical characteristic poten-
tially achieves a secure anti-counterfeiting sys-
tem. Accordingly, we have studied such in-
dividual authentication systems that authenti-
cate intrinsic patterns from magnetic texture
randomly created on documents 9-19), The first
thing we did in the study was to research other
studies for similar systems, which utilize in-
trinsic patterns of artifacts for authentication.
These patterns are extracted from, for exam-
ple, optical images of distributed fibers 1%):19)
micro-wave signals from random arrangement
of metal fibers %), magnetic signals from mag-
netizable fibers ), jitter in reading and writing
processes %), or random orientation of magnetic
vectors”). Based on the research, we system-
atized them as artifact-metric systems!1):12).
Subsequently to the systematization, we have
evaluated performance of a magnetic artifact-
metric system, and proposed an efficient way
of performance evaluation '3):14)

Generally, individual authentication systems
are applied to authentication of artifacts or per-
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sons along the following lines:
(1) Individual authentication of an artifact is
done

(a) by verifying/identifying physical char-
acteristics of the artifact (e.g., artifact-
metric systems), and/or

(b) by verifying/identifying logical charac-
teristics of the artifact (e.g., magnetic/chip
card systems).

(2) Individual authentication of a person is
done

(a) by verifying/identifying physical char-
acteristics of the person (e.g., biometric
systems using fingerprints, irises, or hand
shapes),

(b) by verifying/identifying behavioral
characteristics of the person (e.g., biomet-
ric systems using handwritings, or gaits),

(¢) by verifying/identifying logical charac-
teristics of the person (e.g., access control
systems using knowledge of passwords),
and/or

(d) by individual authentication of an ar-
tifact which the person possesses, verifying
relation between the artifact and the per-
son.

Artifact-metric systems are analogous to bio-
metric systems in the respect that they verify
intrinsic patterns from physical objects. Bio-
metric systems are often said to be convenient,
being as they need no portable tool such as a
card. To put it the other way around, biomet-
ric features are inseparable from the users, and

Y This work was done when the first author was a
Ph.D. student in Graduate School of Engineering at
Yokohama National University.



1992 IPSJ Journal

therefore difficult to replace with substitutes
even if they were counterfeited. In this view,
artifact-metric systems are inferior in conve-
nience and however superior in replaceability, to
biometric systems. A further important point
is that artifact-metric systems have an advan-
tage over biometric systems in ability to be en-
hanced for their accuracy of authentication by
adjusting physical characteristics.

We have used the term “clones” to mean
those things, which are produced by methods
such as counterfeiting, alteration, duplication
or simulation. Even as we have examined per-
formance of the magnetic artifact-metric sys-
tem, security evaluation against clones has
been still open. In general, security evaluation
for individual authentication systems against
attacks using clones has been rarely disclosed.
Designers or sellers of the systems would not
like to make public clone resistance of their
technique, telling their customers that they
cannot give the details of security architecture
of the technique on behalf of its security. They
may insist that the technique is physically pro-
tected by difficulty in its manufacturing pro-
cesses, which involve an expensive machine, a
specialized precision technique, a minute tool
or the capability to perform a delicate pro-
cess. Also, they may insist that the technique is
logically protected by cryptography. However,
such a technique will not keep its security, as-
suming that an attacker has enough financial
power, insider information, and/or techniques
to overcome these hurdles. As a matter of fact,
some researchers have pointed out vulnerability
of chip cards)?):®). Others have also pointed
out vulnerability of fingerprint systems against
clones '8 Artifact-metric systems remain
secure as a consequence of inevitable difficulty
in reproducing random patterns, even if an at-
tacker overcome the hurdles. Therefore, the
primary consideration in evaluation of artifact-
metric systems should be given into security
against attacks using clones.

The purpose of this paper is to evaluate
security of a magnetic artifact-metric system
against clones. We produce clones with mag-
netic materials using a programmable industrial
robot. We compare the acceptance rates for the
clones with the original accuracy of authentica-
tion, which is measured without using clones,
and then discuss security of the system. In
addition, we demonstrate the acceptance rates
of the clones for the magnetic artifact-metric
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system when changing parameters, e.g. resolu-
tion of the intrinsic patterns, in the authenti-
cation processes of the system. The evaluation
method, which is demonstrated in this paper,
will have applicability to other artifact-metric
systems and also biometric systems.

2. The Clone Match Rate

Artifact-metric systems verify intrinsic pat-
terns from physical objects stochastically, and
are similar to biometric systems, in which
the inevitable errors occur in authentication.
Therefore, the accuracy of artifact-metric sys-
tems can be evaluated with the false non-match
rate (FNMR) and false match rate (FMR),
which are widely used for performance evalu-
ation of biometric systems®)2%). The FNMR
and FMR are functions of the decision thresh-
old, which the system applies to its pattern
matching algorithm. The FNMR is the rate
that an artifact-metric system will fail to ver-
ify the identity of a legitimate artifact, and the
FMR is the rate that the artifact-metric sys-
tem will incorrectly identify an artifact. Fur-
thermore, the equal error rate (EER) is defined
as the rate of errors when the decision thresh-
old is set such that the FNMR equals to the
FMR, and commonly used as a representative
indicator of the accuracy.

Other indicators, i.e. the false rejection rate
(FRR) and the false acceptance rate (FAR)
have become well-known to public, and are of-
ten used as the indicators of the accuracy of au-
thentication for individual authentication sys-
tems. We demonstrated that we could improve
the accuracy by applying some special proto-
cols, e.g., a multi-check protocol, to the sys-
tem 'Y, Consequently, we are using the FRR
and FAR to refer to the ultimate accuracy re-
gardless of performance enhancement.

In our evaluation we need to incorporate a
rate in order to indicate the false match rate
for clones, and so use the term, “the clone
match rate (CMR),” to refer to the rate that
the artifact-metric system will incorrectly iden-
tify a clone. While the FMR is the match rates
for a non-self artifact, the CMR is a special case
of the FMR, and indicates the match rate for a
clone artifact. While practical artifact-metric
systems usually employ some secure protocols,
we examine the system with the primitive in-
dicators, i.e., FMR, FNMR and CMR, in order
to eliminate influence of difference in protocols,
in this paper.
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3. The Target of Security Evaluation

3.1 F-papers

In our evaluation, we use paper documents
throughout which magnetic micro-fibers, con-
taining iron oxide particles at the rate of
70wt.%, are randomly dispersed. The diam-
eter and length of fiber are respectively around
0.03mm and 5mm. The average density of
fibers in a square meter is one gram, and the
size is 210 x 75mm. We call the paper docu-
ments “F-papers.”

3.2 The Magnetic

System

We evaluate security of a magnetic artifact-
metric system. As shown in Fig. 1, the mag-
netic artifact-metric system consists of a mag-
netic reader and a personal computer (PC).
The magnetic reader with a micro-fibers detec-
tor scans an F-paper. The detector consists of
two elements of magneto-resistive sensor, and
outputs a differential output signal of the el-
ements. In the magnetic reader, the intrinsic
patterns from magnetic texture on the F-paper
can be captured by the micro-fibers detector,
quantized into 256 numbers by an analog to dig-
ital converter, and then transferred to the PC
via the RS232-type serial interface. The PC au-
thenticates the intrinsic patterns of the F-paper

Artifact-metric

Magnetic Reader

Personal Computer

F-paper

Fig.1 The magnetic artifact-metric system consists
of a magnetic reader and a personal computer.
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by the procedures to which we apply a pattern-
matching scheme based on the correlation. The
details of the authentication procedures are de-
scribed in Appendix A.1.

3.3 Authentication of F-papers

Figure 2 schematically shows the structure
of the magnetic artifact-metric system. The au-
thentication of F-papers can be achieved by the
procedures, i.e., preprocessing, feature extrac-
tion and classification. Generally, it is consid-
ered to be easier for counterfeiters to control a
linear system than other complex systems when
they try to make clones. We regard the mag-
netic artifact-metric system as a linear system
for the purpose of carrying out a security eval-
uation against casual counterfeiting. In Fig. 2,
micro-fibers detector linearly outputs an analog
signal y(t) according to an analog input z(t) of
a pattern of micro-fibers. In this case, x(t) is
considered as a magnetic pattern and also con-
sidered to be produced by a discrete magnetic
input pattern x[n]. In the preprocessing pro-
cess, y(t) is converted into the discrete pattern
y[n]. Since the model is a linear system, y [n]
can be denoted as a convolution of an input
pattern x [n] and the impulse response h [n] of
the detector.

4. How to Attack the System

4.1 Counterfeiters
A non-professional counterfeiter often attacks
the system by a simple control method with
easily obtainable tools and materials. We think
that security evaluation against such a casual
attack is crucial for the security of system. In
this paper we examine security of the magnetic
artifact-metric system on the following assump-
tions.
(1) A counterfeiter can use the magnetic
reader.
(2) The counterfeiter can make the same pre-
processing unit that is used in the sys-
tem, and can check the discrete pattern

. Magnetic Reader Personal Computer
Mair[n:ilc Texture : E Genuine
() " y[n] Feature . ] or not
r:—> Preprocessing ] Extraction s Classification -
Telerence Date 1 yimj=hinxin]

Micro-fibers Micro-fibers Detector

(* :Convolution)

Fig.2 A linear model is used in the security evaluation against cloning

intrinsic patterns.
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Fig.3 Acquisition of a pseudo-impulse response.

Micro-fibers
Detector

] 0 yifn]
Prepr ing >
Attacker
F-paper Micro-fibers
Micro-fibers Detector

Fig.4 Acquisition of an example data.

y [n] from clones of F-papers.

(3) The counterfeiter cannot know what fea-
ture extraction and classification are, but
can try to deceive the system by using a
clone.

(4) In the case that the clone can be ac-
cepted by the computer, the counterfeiter
will succeed in the trial.

In the counterfeiting, the counterfeiter ob-
tains both an impulse response of a detector
and an example data from a target artifact in
order to copy an intrinsic pattern. The follow-
ing sections detail how to attack the system.

4.2 Acquisition of Responses

Figure 3 schematically illustrate how the
counterfeiter acquires a pseudo-impulse re-
sponse, and then tries to examine a response
of the detector by inputting a discrete impul-
sive function § [n] as a desired value. However,
the actual discrete input to the detector is not
4 [n] but a pseudo-impulsive function d; [n] be-
cause there may be some errors. Thus, the
acquired response hi [n] can be thought as a
pseudo-impulse response of the detector.

4.3 Calculation of a Magnetic Pattern

Figure 4 schematically illustrates how the
counterfeiter acquires an example data. The
counterfeiter can observe a response of the
detector while the detector scans an F-
paper, and obtain an example pattern y, =
(y1 0], 91 [1],...,51 [N])". An output pattern
can be denoted as a convolution of an input
data and the pseudo-impulse response, as we
mentioned in Section 3. Therefore, the example
pattern y, is supposed to be given by a linear

Aug. 2003

x1[n]

i Prepr y2[>n}

'S

Attacker

Artifact
Micro-fibers

Fig.5 Reproduction of a magnetic pattern.

Micro-fibers
Detector

transformation:

Y, = h1 L. (1)
In Eq. (1), h; is an impulse response matrix de-
rived from the pseudo-impulse response hj [n]
and given by

h1:

hy [0] 0 0
Ml om0
IV MIN=1 - kO

(2)
Also, 1 = (z1[0],21[1],...,21[N]) is a cal-
culated magnetic pattern. Since the inverse of
matrix hl_1 always exists, &1 can be uniquely
calculated from h; and y; by

x=hi' -y (3)

4.4 Reproducing a Magnetic Pattern

Copying an intrinsic pattern involves a repro-
ducing procedure, which is schematically shown
in Fig. 5. The counterfeiter tries to reproduce
a magnetic pattern & = (z [0],z[1],...,2 [N])
by inputting the calculated magnetic pattern
x1 as a desired value. However, the actual dis-
crete input to the detector may be not x1, but
x1 with some errors, denoted as the pattern
T2 = (22[0],z2[1],...,22[N]). Finally, the
counterfeiter obtains the clone pattern y, =
(y2 (0], 92 (1], y2 [N])".

5. Experiments

5.1 Experimental Apparatus

We use a high precision orthogonal robot with
3 axes, which specification is shown in Table 1,
to make clones of F-papers. The robot is a kind
of programmable robot for industrial use, such
as a high precision dispensing use. We suppose
that this kind robot is available even for non-
professional counterfeiters, and can be used to
make a clone. The cloning apparatus, shown
in Fig. 6, consists of a robot equipped with a
needle and its controller. Please note that we
use the robot without its additional dispenser
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Table 1 Specifications of the robot.

X:200mm, Y: 200 mm,
Z: 50 mm

X, Y: > +0.05 mm,

Z: > £0.05 mm

X, Y: 1-500 mm/sec,
Z: 1-200 mm/sec
Resolution 0.0125 mm/pulse

Max. load capacity 5kg

Interpolation function Linear & Circular

Work range
Positioning accuracy

Transporting speed

Program capacity 2,000 steps
Controller Robot
Vi |
Needle esse
Ny
o

RS232C

Fig.6 The cloning apparatus consists of a robot with
a needle, and its controller.

function.

Magnetic materials for industrial use and
copy papers for copiers are used for producing
clones. The magnetic materials, which stirred
into a water and water-soluble gel mixture, are
applied to the material for producing magnetic
texture on the clones. These materials are com-
mercially available iron oxide particles, and not
so difficult even for non-professional counter-
feiters to obtain.

Every time the robot receives a command,
the robot transfers its needle from the original
position to a small vessel, picks up the mag-
netic material from the vessel with the nee-
dle, moves over the paper, and then presses the
needle onto the determined positions of paper
to mark a dot. The size of the single dot is
around less than 0.5 mm when we use the nee-
dle of which diameter is 0.3 mm. The reason
why we chose this needle is that we can obtain
stable results in our preliminary examination
with several types of needles. Accordingly, we
performed the experiments using this needle as
an ideal one that non-professional counterfeit-
ers use to make a clone.

The robot automatically marks with a dot of
the magnetic material to a position on the pa-
per, according to a control program. Finally,
we can produce magnetic texture on a paper
by plotting, with the magnetic materials, the
control positions, which we can previously cal-
culate.

Figure 7 schematically illustrates how to
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V4 X A magnetic dot
1
| - . . J
Y /
dX
. 7 N
A srip of paper  Scanning Line Paper

Fig.7 The robot marks dots on the slip at the fixed
interval dX along the scanning line, i.e., X axis.
‘We control the input level by adjusting the dis-
tance between the dot and the scanning line,
ie., Y axis.

Fig.8 The robot dots with the magnetic material on
a long narrow slip of paper in accordance with
the calculated magnetic pattern.

Fig.9 We attach the slip onto a white paper to make
a clone.

make a dot on the paper. As shown in Fig.8
and Fig.9, we use a slip of paper to mark a
dot, and then attach it onto the paper to make
a clone. The robot marks dots on the slip at the
fixed interval dX along the scanning line, i.e.,
X axis. We control the input level by adjusting
the distance between the dot and the scanning
line, i.e., Y axis. The transporting speeds for
X and Y axes, and Z axis are 100 mm/sec and
50 mm/sec, respectively. These parameters are
employed because we can obtain stable results
in our preliminary examination. The fixed in-
terval dX is around 0.88 mm. Each clone pat-
tern consists of 100 dots of magnetic materi-
als, and therefore its length is around 88 mm.
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Fig.10 An example of acquired response hi [n] when
we measure, a single dot which were marked
by the robot according to a single command
as a discrete impulsive function § [n].
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Fig.11 An example pattern y; and its calculated pat-
tern hi -1 are indicated by the solid line and
the dotted line, respectively.

It is nearly equal to the length that the mag-
netic reader can stably transport an F-paper,
and therefore considered to be enough for us to
examine the system. The following describes
the actual procedures of cloning.

5.2 Acquisition of Responses

A single command given from the robot con-
troller produces a single dot of the magnetic
material on a certain position of the paper. We
make a single dot marked at the position of the
paper, which is just on the scanning line of the
micro-fibers detector. The single command cor-
responds to a discrete impulsive function § [n].
Figure 10 shows an example of acquired re-
sponse hj [n] when we measure the paper with
the single dot. The response was observed from
one element of the micro-fibers detector. Fi-
nally, we can obtain an impulse response ma-
trix hy as given by Eq.(2), and then calculate
its inverse of matrix hy '

5.3 Calculation of a Magnetic Pattern

An example pattern y, acquired from the one
element of the micro-fibers detector in the eval-
uation is shown in Fig.11 as a solid line. As
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Fig.12 This figure shows output levels of the detec-
tor for the distance between the center of the
detector and the magnetic dot.

we have mentioned in Section 3, the pattern
Yy, is not invariable because of inevitable er-
rors. In order to suppress the errors, we em-
ploy an averaged pattern of the patterns ac-
quired in 10 times measurement as the exam-
ple pattern y,. Although the resolution of the
example data is rather high, the robot, which
we used in our experiments, cannot reproduce
each element of the example pattern because of
its marking ability. For that reason, we have no
choice but to compress the example pattern by
averaging each 50 sequential elements. We re-
define the compressed example pattern as the
example data y,. Finally, by Eq.(3), we can
find a calculated magnetic pattern x;. Fig-
ure 11 also shows the pattern h; - &1, which is
calculated from the example pattern, as a dot-
ted line. We can see from Fig. 11 that h; - @
is not the same as y,. However, the correla-
tion coefficient between these patterns is nearly
equal to 1.0.

5.4 Reproducing a Magnetic Pattern

We reproduce a target magnetic pattern x
by controlling the robot. The robot is so pro-
grammed that it marks sequentially dots with
the magnetic material in accordance with the
calculated magnetic pattern x;. The control
positions of the needle are calculated by a func-
tion of ®;. This function can be regarded as
linear because we found that the sensitivity of
the detector is almost linear for the distance
between the center of the detector and the sin-
gle dot, as shown in Fig. 12. Finally, we make
a clone by controlling the robot in accordance
with the calculated magnetic pattern x;. Fig-
ure 13 shows an intrinsic pattern obtained
from the genuine F-paper as a solid line, an
intrinsic pattern from its clone as a dotted line.
Each signal was obtained as a differential out-
put signal from the micro-fibers detector. We
can see that the clone pattern is similar to the



Vol. 44 No. 8 Clone Match Rate Evaluation for an Artifact-metric System 1997
4.0 1.0E+00
A
3.5 I A 1.0E-01 |t
3 ol o Al o
~ 30 — o
2 s L b AW RN , 108702
s 2. N WNALHIY AR ]
EO e A AN AP ;
- 2 \1?“ 2 AT R E TR B 5 1.0E-03
3 [y o . b
‘3 1.5 1 T L :.: fin] 3
3 . 1.0E-04
1.0 v
0.5 1.0E-05
. ;
0.0 1 0E-06 T T /= 1 1T 1T 1 T

0 10 20 30 40 50 60 70 80 90
Distance (mm)

Fig.13 An intrinsic pattern obtained from the genuine
F-paper is indicated as a solid line, and an
intrinsic pattern from its clone as a dotted
line.

F-paper’s pattern.

5.5 The Measurement Method

We make clones of an F-paper by following
the above-mentioned procedures. As we men-
tioned in Section 4, we assume that the coun-
terfeiter cannot know what feature extraction
and classification procedures are employed in
the system. In our experiment, we measure
CMRs of the magnetic artifact-metric system
without any special protocols. That is to say,
we simply use the feature extraction and classi-
fication procedures, which are described in Ap-
pendix A.1. We examine the system when we
set the template as y;, by adjusting d and ay.

6. Experimental Results

We tried to make 100 clones of an F-paper by
following the above-mentioned procedures for
reproducing a target magnetic pattern. We ex-
amine the acceptance rates for the clones, which
we made. The CMRs are shown in Fig. 14 (a),
(b) and (c) when we set the number of elements
as d = 20, 40 and 80, respectively. In these fig-
ures, d = 20, 40 and 80 indicate the ranges to be
verified, and respectively correspond to around
3.5mm, 7.0mm, and 14.0 mm.

As we can see from Fig. 14, it is clear that the
CMRs indicated by thick solid curves are com-
monly higher, for all the cases, than those of the
original FMRs indicated by thin solid curves.
For the purpose of comparison, we dare to find
the EER for d = 80 as around 1.0 x 1072, Thus,
we can see from the results that the EERs are
1.0 x 1071, 1.0 x 1072 and ~ 1.0 x 1073, re-
spectively, for d = 20, 40 and 80. We can also
find that the original EERs for the same ver-
ification algorithm are 6.0 x 1072, 1.0 x 1073
and 1.1 x 107°, respectively for d = 20, 40

L
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Threshold Value
(a) The CMR curve is presented when we set
the number of elements as d = 20.
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(b) The CMR curve is presented when we set
the number of elements as d = 40.
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(c) The CMR curve is presented when we set
the number of elements as d = 80.

Fig.14 The CMRs are shown when we set the number
of elements as d = 20, 40 and 80, respectively.
In these cases, we set the resolution as ag =
10.

and 80, assuming that the presented patterns
are not clones. As we compare the EERs for
clones with the original EERs, the FMRs for
clones, i.e., CMRs, will not be so decreased with
an increase in d. The results shown in Fig. 14
were obtained where we sequentially had av-
eraged every 10 elements of raw pattern, i.e.,
ap = 10 (see Appendix A.1) to acquire intrinsic
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Fig.15 The CMR curves are presented when we set
the resolution for verification as the same res-
olution, ag = 50.
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Fig.16 The CMR curves are presented when we set
the resolution for verification as the same res-
olution, ag = 100.

patterns.

This resolution for verification is higher than
that for positioning the needle in reproduction,
and is equivalent to ap = 50. In order to clar-
ify effects of the resolution on the error rates,
we examine the CMRs when we set the reso-
lution for verification as the same resolution,
ap = 50, and its results are shown in Fig. 15.
In this figure, d = 20 and ay = 50, and d = 40
and ag = 50, correspond to the verification
ranges, around 17.5mm and 35.0 mm, respec-
tively. Also, the results for a lower resolution,
ag = 100, are shown in Fig. 16. In this figure,
d =20 and ag = 100, and d = 40 and a¢ = 100,
correspond to the verification ranges, around
35.0mm and 70.0 mm, respectively. We can see
from the figures that the FMRs for clones, i.e.
CMRs, are higher than the original FMRs in all
the cases. Furthermore, we can find, from the
results, the following important facts.

(1) As shown in Fig.17, the CMRs are al-
most the same even if the original FMRs
are entirely different from each other.
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I
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Fig.17 The CMRs are almost the same even if the
original FMRs are entirely different from each
other.
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Fig.18 The CMRs are almost the same or rather re-
versed, even if the original FMRs are nearly
equal to each other.
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Fig.19 The results are plotted together, when we set
as d = 40 and ag = 50, and d = 20 and ag =
100.

(2) Contrary to this, the CMRs are almost
the same or rather reversed, even if the
original FMRs are nearly equal to each
other, as shown in Fig. 18.

(3) Figure 19 shows, together, the results
when we set as d = 40 and a¢p = 50, and
d = 20 and agp = 100. In both cases, the
system verifies intrinsic patterns in the
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same range, which corresponds to around
35.0mm, of the clones. These are dif-
ferent in resolution for verification. We
can see from this graph that the CMRs
become close to each other even if the
original FMRs are entirely different from
each other.
The experimental results in this paper are ob-
tained only for 100 clones, and therefore not
so precise. However, they are enough for us to
know that the CMRs cannot be estimated with
the original FMRs.

7. Conclusions

In this paper we have examined security
of the magnetic artifact-metric system. We
demonstrated an actual cloning technique with
the tools and materials, which are considered
to be available for counterfeiters. We observed
the impulse response of the system and exam-
ple patterns, and then calculated correspond-
ing magnetic patterns. According to the cal-
culated magnetic patterns, we reproduced 100
clones controlling a high precision orthogonal
robot with 3 axes. While the experiments were
performed on the definite conditions and based
on the assumption that the system is linear, the
methodology used in this paper will be helpful
to security evaluation for not only the magnetic
artifact-metric systems but also other artifact-
metric systems.

Of course, exact FMRs cannot be easily given
where a counterfeiter exists, since the counter-
feiter may access to or utilize more precise ma-
chinery and more suitable materials in repro-
duction. However, we think that it is useful to
evaluate the system even on a certain definite
condition, in order to clarify its security, i.e.,
capability to prevent clones, and to take mea-
sures against the clones.

Clone resistance of the magnetic artifact-
metric system was presented as the CMR
curves by way of evaluating the acceptance
rates of the clones. Differences in the accu-
racy of authentication were also presented when
changing the resolution for verification. We ex-
amined the magnetic artifact-metric system of
which EERs are 6.0 x 1072, 1.0 x 1073 and
1.1 x 1075 for the different resolutions when
the presented patterns are not clones. In our
experiments, we found that these EERs respec-
tively changed to 1.0 x 107!, 1.0 x 1072 and
~ 1.0 x 1073 for the clones that we made. Even
if these results were measured without applying
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any protocols that enhance security, they show
that the EER of the system is almost equal to
the required error rate, 1.0 x 1073, which is
introduced in the ECBS’s report for biometric
systems ). In case that we apply this magnetic
artifact-metric system to a magnetic card sys-
tem, the card cost will be lower than that of a
chip card or of a magnetic card with a hologram
as cost increase per a card is around 20%. As it
turned out, we will be able to enhance security
of the card at a reasonable cost by introducing
the system.

The experimental results revealed that the
CMRs could not be estimated with the origi-
nal FMRs. In other words, the CMRs do not
always depend on the original FMRs. Conse-
quently, we should evaluate the CMRs of the
system using possible clones when we examine
security of artifact-metric systems. This fact
also suggests that we should examine security
of the biometric systems, which stochastically
verify intrinsic patterns of individuals, with the
CMR evaluation.
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Appendix

A.1 The Procedures in the System

The followings are a feature extraction pro-
cedure, registration, and a classification pro-
cedure in the magnetic artifact-metric sys-
tem 13):14)

A.1.1 Feature Extraction

From the magnetic reader, the PC receives a

raw data,

'I":(’I”l,’f'g,...,Tn)t, (4)
where 7; (i = 1,2,...,n) represents i-th raw
data.

The raw data will be averaged and com-
pressed in order to remove glitches or rapid
noises. By sequentially averaging every ag > 1
elements of the raw data r, the PC compresses
7 into the compressed pattern,

c:(cl,CQ,..‘,cm)t, (5)
where ¢; (j = 1,2,...,m) represents the mean
value of the block j, and is given by

1 J-ao
Cj = — Z ;. (6)
ao . .
i=(j—1)ao+1

Finally, by extracting d (1 < d < m) sequen-
tial elements of ¢, we can obtain an intrinsic
pattern,

'7Ck+d—1)t7 (7)
where 1 <k<mandk+d—-—1<m.

A.1.2 Registration

A template P, ,, where the subscript r indi-
cates a reference point, i.e. kK = r, can be cre-
ated by capturing the intrinsic patterns from
the same F-paper M > 1 times. In the mag-
netic artifact-metric system, the PC calculates
the template Pg, as the average of the in-
trinsic patterns Py ., where the subscript i =
1,2,..., M indicates the multiple samples from
the same F-paper. We define a mean value of
the k-th elements of Py . as

1Y

where k=r,r+1,...,7+d— 1.

Py = (ks Crtis--
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Finally, we can write the template as

Pd7T = (prapr%*lv"'vaer*l)t' (9)

A.1.3 Classification

The PC classifies an F-paper whether genuine
or not by checking its intrinsic pattern in the
subsequent authentication procedure to which
we apply a pattern-matching scheme based on
the correlation. Every time the PC exam-
ines an F-paper, a compressed pattern ¢ =
(c1,¢2,...,¢m)t is captured, and then an in-
trinsic pattern Pg, = (¢ryCrgts---sCrpa—1)’,
will be extracted from c. Simultaneously, a
template, Pd,r = (pr;prJrla cee 7pr+d71)t at
the corresponding reference point can be ob-
tained from the templates, which are previously
recorded. If we define the degree of similarity
between Py, and Py, as S(Pg4,, Pg,), which
can be calculated as follows:

S(Pd,T7Pd7T)
r+d—1
Z (ci —cr) - (pi — D)
- r+d—1 r+d—1 ’
do(ei—e)? D (ri—p)’

(10)
where ¢, and p are mean values of all the
elements of the patterns Pg, and Pg,, re-
spectively. Actually, in the classification pro-
cess, the intrinsic pattern is captured re-
dundantly to compensate for position errors
of the reference point. Every time the
PC examines an F-paper, (2s + 1) redun-
dant patterns Py _s),Pq (r—s41),- - Py« o
P (r15-1),Pq (r+s), where s > 0 is the num-
ber of shifts, will be extracted from ¢. The PC
calculates the minimum value of S(Pg,, Py.)
by

SIIlin(Pd,T7Pd,r)
def . ~
= —sngllkngsS(Pd’(rJrk)’Pd’T)’ (11)

where the value of the reference point r is lim-
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itedass+1<r<m-d-—s+1.

Finally, the PC classifies the F-paper as ac-
ceptable, i.e., genuine, if Spin(Par, Par) > o,
otherwise not, according to a fixed threshold
value, a.
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