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Security Enhanced Reconfigurable Hardware
Working with Modified Version of Loaded Configuration Data

KENICHIRO AKAI'® TsuTOMU MATSUMOTO! and RyUJI KOHNOf#

Reconfigurable Devices such as field programmable gate arrays (FPGAs) can change inter-
nal circuit by loading configuration data that defines the circuit. In the environment where
configuration data can be exchanged through the network such as Software Defined Radio,
there is possibility that an illegal user gets the configuration data and he analyzes and tam-
pers with the data. Then we propose the scheme that makes analyzing configuration data
difficult. In this scheme, configuration data is modified with secret circuit inside a reconfig-
uration device. Original function is implemented by combining modified configuration data
with the secret circuit inside the reconfiguration device. If an illegal user gets the modified
configuration data, it is difficult for him to analyze it because the modified configuration data
is not equal to the original configuration data. In this paper, we discuss the difficulty in
analyzing our scheme when it is implemented on FPGAs.
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