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Evaluation Method for Digital Signature Schemes for Long-term
Documents Based on Dependency to Third Parties

KUNIHIKO MIYAZAKI, 2 HIROSHI Y OSHIURA,3
MITSURU IWAMURA,# TSUTOMU MATSUMOTO3
and RYOICHI SASAKIt®

Digital signature is used as a technology which assures authenticity of digital documents.
No one can issue a digital signature without a private-key, so if the private-key is kept secret
for everyone except the signer, the document signed by him must be his document. However,
it might not adequate for long-term usage that only signer knows the private-key. Then some
technologies are proposed for long-term usage, that is, time-stamping, hysteresis signature,
signature extension server, and so on. In this paper, we notice that each technology requires
some third parties implicitly or explicitly. We clarify what kinds of third parties are required
by each technology. In addition, we clarify how much each third party, especially existance
assure party, is required by introducing the concept of trustworthiness of third party.
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Table 1 Required third parties for each digital signature scheme for long-term documents.
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