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An Evaluation and Implementation of Electronic Voting System
Using Oblivious Counter Protocol on Personal Digital Assistance

JuNJI NAKAZATO," HIROAKI KIKUCHI*
and SHOHACHIRO NAKANISHIt

We implemented the oblivious counter protocol on a platform of personal digital assistance
(PDA), which is able to keep a tally from encrypted ballots without decrypting them. In order
to overcome the restricted storage and computational power of PDA, we have developed a
Java class, ModInt, which is designed for light-weight arbitrary-precision integer computation
and especially for modular arithmetic operations. In this paper, we evaluate the processing

time of the system and show a comparison with the built-in class Biglnteger.
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ModInt
= new ModInt ("71a04e8b02(1M ");
= new ModInt("e0ae02e788[M ") ;
p-getInstance("dedf3220D ") ;
= p.getInstance("12af7cclll ");
= q.getInstance("98af3dfIl ") ;
= m.multiply(y.power(r));

BigInteger
BigInteger("71a04e8b02(I0 ", 16);
BigInteger("e0ae02e788MM ", 16);
BigInteger("dedf322(I0 ", 16);
BigInteger("12af7ccl ", 16);
BigInteger ("98af3dflll ", 16);
m.multiply(y.modPow(r, p)).mod(p);

0O R< B 0O
n

o R < B 09
n

0 1 ModInt O Biglnteger I 0 ElGamal 0000000 ODOO
Fig.1 The example of ElGamal encryption by ModInt and BigInteger.
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Table 3 List of constructors.

oooooooo

oo

ModInt (String p)
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04 OD0O0O0OOOOOOODOO
Table 4 List of instance methods.
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Table 5 Execution environment of emulator.

CPU Pentium III 1.13 G
oS ‘Windows 2000 server
memory 512MB
HDD 40GB

06 00000 |p|00000000D0O0 [§0n=30000
oooo
Table 6 Processing time for key size |p| [s] (n = 3,

Emulator).
|p| [bit] | Key Carry Enc Shift Write Total
128 0.6 0.3 0.7 0.00 0.03 6.4
256 0.5 0.4 2.7 0.01 0.05 8.6
512 0.7 0.6 18.9 0.10 0.10 27.4
1,024 0.8 1.1 40.0 0.17 0.16 47.1
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Table 7 Processing time for bit length of register n [s]
(]p| = 512, Emulator).

n Key Carry Enc Shift ~ Write  Total
3 0.5 0.4 2.7 0.10 0.05 8.6

5 0.6 0.8 23.2 0.04 0.14 30.9
8 0.6 1.2 40.1 0.10 0.22 48.9
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Table 8 Order.

2) ooooo
O(1) O(logm)
oo 0.5 sec 23.3 sec
O(m)
ooooo 2.52 sec N.A.
O(1) O(logm)
oo 3.05 sec 1sec

HEFEE S

02 0000
Fig.2 Screen shot of the system.
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Table 9 Processing time for key size |p| [s] (n = 3,

D503is).

|p| [bit] | Key  Vote  Total
128 2.8 25.4 41.7
256 5.4 92.7 145.8
512 3.2 426.7  443.6
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Table 10 Processing time for bit length of register n [s]
(lp| = 512, D503is).

n | Key Vote Total
3 3.2 426.7 443.6
5 7.3 664.6 686.2
8 5.2 1055.4  1084.7
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Temulator’
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1800 |-
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200 |

. x
0 1 L X. L 1 1
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Length of Key Ip! [bit]

03 00000 |[p|0D0ODOOOCOOOO
Fig.3 Transaction time for key size |p| [bit].
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Fig.4 Transaction time for bit length of register n.
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Table 12 Estimated improvement of CPU power necessary for several scale.
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ooooo m n 0000 0O000| 0000 00000
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ooooo 1,000 10 1 45.7 1 10.1
ooo 10 14 2.6 60.7 1 13.4
0ooo 300 O 22 42 98.4 1 21.6
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011 0000000000000 [0 [p| = 5120
Table 11 The estimated reduction of voting time [s]

(Ip| = 512).
n | Original Enc Reduced
3 443.6 348.8 94.8

5 686.2 539.5 146.7
8 1084.7 852.8 231.9
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Fig.5 Processing time for ModInt and BigInteger [ms].
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