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Linguistic Steganography Using SD-Form Semantics Model

MICHIHARU NIIMI,* SAYAKA MINEWAKI,t HIDEKI NODA
and Euyr KAWAGUCHTI

This paper proposes a method for linguistic steganography in consideration of the mean-
ing of natural language sentences. To describe the meaning of the sentences, this method
uses SD-Forms, which is a meaning description form consisting of symbols, developed by the
authors. An SD-Form is assigned an amount of semantic information of a sentence. The
amount of the meaning of sentences is used to carry secret information on text data. In em-
bedding secret information, firstly the sentences are transformed to SD-Forms and then the
amount of semantic information of SD-Forms is decreased or increased to coincide with the
value of the secret information. In decreasing the amount of semantic information, concepts
are substituted with its upper concepts, on the other hand, concepts are substituted with its
lower concepts in increasing the amount. We can expect the sentence with secret information
embedded is consistent in the meaning. We report the feasibility of the proposed method by
experiments in which texts data in newspaper and invitation are used.
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Fig.1 System for text-based steganography.
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Fig.2 Outline of generating stego texts in proposed method.
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Fig.3 A part of topics in Japanese thesaurus.
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Table 1 Semantic information of each SD-Form in before
and after embedding and secret data (newspaper).
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Table 2 Semantic information of each SD-Form in before
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Fig.9 Stego SD-Forms (newspaper).
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