Vol. 44 No. 8

goooooooo

IETFO0000000000O0DODOOOODOoOOooOg

ot o o o off

gooooooOooIbSOooooO00oooO0o0oooOoO0OoOO0oooooo0ooooooooooon
00DO00oo00o0oo00oo00o00 IDMEFOIDXPOODO IETFOOO0DOOOOO IDWGOOO
goooooooooboooooooooooooooOoOobOODbOOOOOOOOOoOooobooooo
00000000 o0oo0oo00000o0booo0o00oODeSOOO0OO0OO0OO0ODODODOOOO
goooooooboooboooooooboooooooooooOooooooooOoboOoOoOoooboboo
goooooooooooooooooOoOobobooOoboboOoooon

The Problems and Countermeasures of
Intrusion Detectin Exchange Format in IETF

AKIRA KANAOKAT and E1j1 OKAMOTOt

“Intrusion Detection Message Exchange Format (IDMEF)” and “Intrusion Detection Ex-
change Protocol (IDXP)” have been proposed by IDWG as the standards for data formats
and exchange procedure between IDSs. We implemented these formats and protocols and
evaluated them. Though its performance is high, we found the possibility of DoS attack and
the possibility of “man in the middle” attack. In this paper, we introduce these possibilities
and propose new methods against these vulnerabilities.
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Table 2 Comparison of Heartbeat processing time.
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message.dtd">
<IDMEF-Message version="1.0">
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<CreateTime ntpstamp=’0xc18ba797.0
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