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Design and Implementation of User Oriented Access Control Framework
Using IPsec and IKE for WWW Servers

MANABU HIRANO,T TA1JI KIMURAT and SUGURU YAMAGUCHIT

IPsec and IKE are considered as fundamental security mechanisms to protect IP layer and
can secure its upper layer protocols using its host authenticated SA. However, these IPsec
and IKE mechanisms basically were designed as a host oriented security mechanism so that it
is difficult to use them for user oriented security mechanisms in applications. Therefore, even
an underlying IP does have a strong security mechanism, still applications have to implement
their own security mechanism, especially for user authentication. Specifically, the following
design aspects are major reason why we can’t use them for user oriented security mechanism:
(1) ordinal use of IKE with IPsec does not have any concept of “user” even it can be exten-
sible for user authentication, and (2) IPsec does not have any mechanisms that make proper
mapping between IP datagrams and a user. Our challenge shown in this paper is to use IPsec
and IKE framework for user authentication, without any modifications in IP layer mechanism.
In this paper, we propose the UADB (User Authentication Database) system. This system
enables us to use IKE for user authentications access controls for applications. This paper
shows our implementation and a good example of its application for WWW service.
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