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A Study of an Efficient Method
for Re-construction of Path in the DoS Attacks

NAONOBU OKAZAKI,t SHIGEHISA KAWAMURAT and MIRANG PARKHf

Recently, frequency of Denial of Service attacks are increased, and it is difficult to trace
packets with incorrect, or “spoofed”, source address. This paper discuss a method to trace
flooding attacks by marking packets, and proposes an extended method to reduce the com-
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putation time for reconstruction of a path back to the attacker.
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Fig.2 Marking procedure.
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Marking procedure at router R :
let B’= Bitintereave(X, Hash(R®)) ;

let k£ be the ber of non-ov ing f tin R’;

for each packet w
let xbe a random number from [0..1) ;
let M be a number from [0,1] ; //(*1)
if x< pthen

let nbe random integer from [0..4-1] ;
let fbe the fragment of R’at offset n;
write finto w.frag ;
write 0 into w.distance ;
write ninto w.offset ;

else

if w.distance = 0 then (*2)
let fbe the fragment of R’at offset w.offset ; 1(*3)
write f(+) w.frag into w.frag ; 1/(*4)
write 1 into w.M ; 1(*5)
increment w.distance ;
Path reconstruction d vietim v:

let FlagThlbe a table of tuples (frag, offset, distance, M) ;
let G'be a tree with root v;
let edges in G'be tuples (start, end, distance) ;
let maxd:=0;
let last: = v;
for each packet wfrom attacker
FlagThlInsert(w.frag, w.offset, w.distance, w.M) ;
if wM=0
continue ; *6)
if w.distance > maxd then
maxd : = w.distance ;
for d: =0 to maxd
for all ordered binati of fr: ts at dist: d
construct edge z; *7)
if d!= 0 then
z:=2z(+) lastz;
if Hash(OddBits(2)) = EvenBits(z) then
insert edge (Jast, OddBits (2), d) into G;
last: = OddBits(2) ;
lastz:=z;
remove any edge (x, y;, d) with d!= distance from xto vin G;
extract path (& . . B) by enumerating acyclic pathsin G;
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Fig.3 Proposed algorithm.
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