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Conditional Access System Design
for Subscription Mobile Audio Broadcasting

KoICHIRO AKIYAMA,t® TORU KAMIBAYASHIT and KOJI YURATt

The first subscription mobile audio broadcasting (mobile broadcasting) service in Japan
is to be launched in spring 2004. Mobile broadcasting requires a conditional access system
(CAS) that provides service only to those who have concluded the necessary contract, like the
current subscription satellite broadcasting. However, mobile broadcasting uses a restricted
band (256 Kbps) within the S-band. The current CAS is unable to provide sufficient security
at an acceptable cost, because that is necessary to transmit a large amount of CAS data.
To tackle this problem, the authors have employed a new key configuration and event-driven
transmission, thereby decreasing the amount of data to be transmitted. In this paper, we
describe our CAS adapted for mobile broadcasting and its design concept and the present
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state of standardization.
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Fig.1 Conditional access data transmission.

000000000000 000000000000
000000000000 300000000000
oY4Y000000000000000000000
000000000000000000000000
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000D0000
000000000000000D000000000
000000000000000000000000
00000 IDO0O0O0O0O000000O00OOO 1
00000000 ID0000000O000O0On
000000000000000000000000
ooQ
CSO0O00000000D0001000 10000
000O00000000000000000D00D0O
000D000000000000 100000000
000000000000000000000000
00000000000000000000000O
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000
0000D0200000000000000000
003000000000000000000000
00000000000 004000 3000000
000000000000000000000000

Dec. 2003

weEhi=
Bz Ty
............................. FRESUIIL >

L
N RO5T L Ks - TES .....D. ........
(338) R

l/ Eii

ECM

(BB
B
5

58 Kw ECM

‘5’- (338)
; EMM ZHIWER
U EBINE)
L f

EMM IDEE& EB&%{L’F——?
- |
TREBK O BESED
(E#H)
02 000000000
Fig.2 The current conditional access system.
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Fig.3 The structure of broadcasting contents.
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Fig.4 The structure of ECM.
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Table 1 The current 3 key configuration.
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Fig.6 Subscription mobile audio broadcasting.
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Table 3 Requirements concerned with contract data
transmission.
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Fig.7 Proposed conditional access system for

subscription mobile broadcasting.
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Table 6 Contract data transmission frequency par hour.
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Fig.10 The construction of contract data in proposed

system.
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