Vol. 45 No. 1

goooooooo

goboobooobboooooboogan
Joodogbggoogn

0O o o of o o o of

goobooooooooobooooooooooooooooboOoOooobOOooOboOoOoboOoooon
goo0o0boooOoo0o0o00ooO0oOoO0OobocO0O0O0O0O0O0O0O0O0O00CcO0O0O000B00000
oddo0obooooboooooooooooooooobooooooooOoOo0obOOoboOoO0ODODOOonoO
oooooooooooOoOoOoOOOOO0OCbOOOOObOOUObOOOOOODOOOoOOOODOODOOn
oooooboOooOoO0OoOO0O0OO0O0OO00O0OO0b0O0OO00O0O0O00O0OO0O0O0C0OO0O0OO0OO0OO0
odooooooooooooOoooOoboOoOoOobOOOOoOoOOOOoOoOoOOOOO0ObOOO0O0Oon
000000000000101000000000 Oblivious Transferd OTOOOO0OO0O0O0O0O
gooooooOoboO0oooOoboOoOO0OOOO0OOO0bOO0bOOO0OO0bOO00O0O0O0O000C0O0O0O0
00000ooooooo30o0oobooogoooooooooboOoboOoO0oooboOoboOoooooon
goooooooooooooOoOOOOocOO0OO0OOOO0O0OObOOO000000000000O0DOO
oooo0oo0ooo0oOooo0o0oooo0OooOoO00ooboOoOobooooooOOoO0O0O0bOO0BboOoDOaO
ooooooo

Security and Privacy for Attribute-based Dynamic Community Creation

MAsSAYUKI NUMAOT and YUJI WATANABEt

In this paper, we first defined the security and privacy model which is necessary for the cre-
ation of attribute-base dynamic community on Internet. For a small and private community
whose members share the common interests or preferences, privacy protection is very impor-
tant because the members want to exchange very private information. We then propose an
attribute-based message multicast system as a realization of the secure and privacy-protected
dynamic community model. Our idea is to distribute the Oblivious Transfer (OT) protocol
by introducing an attribute key server which generates the key pair for each attribute, and
delivers the public and private keys to the senders and receivers, respectively, before actual
attribute-based messaging is taken place. There are many applications of this technology,
such as privacy-protected personalized message multicast, match-making, dynamic commu-
nity creation, and auction, etc.
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Fig.1 Attribute-based dynamic community creation
system.
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