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Real-time Stream Authentication Scheme for IP Telephony

SHINTARO UEDA,f SHYUICHI ETO,! NOBUTAKA KAWAGUCHI,*
Ryuva UpAa,ft HIROSHI SHIGENOT and KEN’ICHI OKADAf

In this paper we propose a streaming authentication scheme for IP telephony. It uses both
digital signatures and hashes. To clear the strict real-time interaction requirements of IP
telephony, the latency and interval between signatures are changed dynamically according
to the transmission quality of the network. This provides efficient signing and continuous
authentication during real-time streaming. We show our scheme’s advantages over previously
proposed schemes by comparing sender buffer size, verification timing and tolerance to packet
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Fig.3 Signature example.
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Table 1  Signature method results.
Scheme Signatures | hash | Overhead | Overhead Sender packet Verification Timing
average max buffer size
(bytes) (bytes) (number of packets)
Augmented Chains 1 16 43 100 5 16
Tanaka 1 16 39 280 7 16
WL star 1 17 340 340 16 1
WL tree 1 21 160 160 16 1
WL tree full 1 31 120 120 16 1
Proposed § =1 16 16 60 60 0 1
Proposed § = 2 8 40 100 100 1 1
Proposed § = 3 5 37 140 140 2 1
Proposed § =4 4 36 180 180 3 1
Proposed § =5 3 35 220 220 4 1

02 00000000000

Table 2 Total delay time.
Scheme G.711 G.726 G.728 G.729 G.723.1
64 kbps 32 kbps 16 kbps 8 kbps 6.3 kbps

133 ms
158 ms
270 ms

Augmented Chains
Tanaka
WL tree full

195 ms
245 ms
470 ms

320 ms
420 ms
870 ms

570 ms
770 ms
1670 ms

705 ms
959 ms
2100 ms

82 ms
95 ms
107 ms
120 ms
132 ms
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Proposed § = 2
Proposed 6 =3
Proposed 6 =4
Proposed § =5

95 ms
120 ms
145 ms
170 ms
195 ms
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170 ms
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270 ms
320 ms
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270 ms
370 ms
470 ms
570 ms

197 ms
324 ms
451 ms
578 ms
705 ms
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