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Dynamic Group Key Construction for P2P Multicast

MASAYUKI NuMAoOt and YUJI WATANABE?

Most exsisting group key encryption methods are based on client /server model, where clients
are assumed to be disconnected unless they are intermediated by a server. Many group key
encryption schema introduced a collusion threshold as a security parameter, by which, the
system is secure unless the number of colluded peers is less than the parameter. However,
under the P2P enviroment where any peer can directly communicate to other peer, collusion
between peers is also very easy, and thus, it is not suitable to set it as a security paramter. In
this paper, we propose a new group key constraction for P2P multicast. It assumes Internet
peers, any of which can join or leave to the network dynamically. Any peer can become a
sender, and it can specify any subset of peers as a recipient group, and send a single message
which could be decrypted by only the members of group. In this construction, system is
secure against the collusion by any number of peers, on the other hand, the collaboration by
the member of peers is necessary. We will also explain new applications by using this feature.
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Fig.1 Dynamic group key cryptosystem.
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Fig.2 Public-key dynamic group key cryptosystem.
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Table 1 Comparison of group key cryptosystems.
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