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A Proposal of Packet Filtering Methods Based on Port Numbers
at RSIP Servers and the Performance Evaluation

HIRONORI ISHIKAWA," SHIGETOMO KIMURA
and YOSHIHIKO EBIHARAft

In IPSec, since IP data may be encrypted, NAPT (network port address translation) cannot
be functioned. To solve this problem, in RSIP (Realm Specific IP), a source host registers
the IP address and port number of the destination host to the gateway, and then executes
NAPT by itself. Even if RSIP is used, however, the port numbers cannot be referred between
the source host and destination host, and thus the firewall cannot enforce the security policy.
This paper subjects the cases of accessing a RSIP client to outside host, and realizes filtering
of encrypted datagrams based on the port numbers by cooperating the RSIP server and out-
side host. From this purpose, each datagram has the hashed value of the informations such
as the port numbers, and the encrypted data of the informations. These values provide the
method to confirm the port numbers for the RSIP server. The outside host overwrites the
port numbers on the decrypted datagrams to prevent that the RSIP client uses unregistered
port numbers. Finally, the proposal system is implemented on FreeBSD. The function vali-
dation and performance evaluation for the implementation system conclude that our system
can provide the sufficient throughput and also enforce the security policy.
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