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A Design Method for Secure Mobile Agent System Using Patterns

NOBUKAZU YOSHIOKA,’t YASUYUKI TAHARA,'t AKIHIKO OHSUGA't
and SHINICHI HONIDENTttt

Though the agent technology is attracting more attention, mobile agents suffer from insuf-
ficiencies in the area of developmental methodology, and security. In this paper, we propose
a methodology that supports the step by step development of mobile agent systems while
ensuring consideration of security. The methodology revolves around the use of patterns with
cost that take these issues into account. This allow us to develop appropriate distributed

system in security point of view.
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Fig.1 Summary of process.
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Fig.2 Mobile agent platform.
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Fig.3 Example of agent structure model.
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Fig.4 Example of system restriction model.
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Fig.5 Example of access control model.
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Fig.6 Example of confidentiality model.
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Fig. 7 Basic migration patterns.
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Fig.8 Application of patterns.
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Fig.9 Examples of security patterns.
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Table 3 Kinds of attacks assumed.
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Table 2 Countermeasures against attacks.
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Table 4 Examples of security overheads.
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Fig.12 Derived secure models.
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Table 5 Security costs.
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