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A Stream-based Implementation of
Web Services and Web Services Security

MASAYOSHI TERAGUCHI,* YUMI YAMAGUCHI,* AKIKO NISHIKATt
and TAKAYUKI ITOH?

In this paper, we present a stream-based light-weight implementation of Web Services and
Web Services Security for every I'T devices with limited CPU resources and a limited amount
of memory, such as mobile devices and office machines. Compared to an existing implementa-
tion that uses a DOM-like data structure for the intermediate processing, our prototype runs
2.5—4.0 times faster and requires 14%-42% less memory for encoding and decoding of SOAP
messages. For Web Services Security processing, it also runs 1.5 times faster when processing
a request SOAP message and runs 1.8-2.0 times faster when processing a response SOAP
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<s:Envelope xmlns:s="...">
<s:Header>

|d:Signature xmlns:d=
<d1:SignedInfo xmlns:dl="...">

<dl:Reference URI="#signl">

</dl:Reference>
</d1:SignedInfo>

/d:Signature> s2)
e:EncryptedKey xmins:e="...">

<e:Referencelist>

s1: A target of si
E1l: A target of encryption

URI="#encl"/>

</e:ReferenceList>
/e:EncryptedKey> E2

S1': A signed target

S2: Necessary i ion
for signature verification

El': A encrypted target

E2: Necessary information
for decryption

" xmlnsiu=". .. "
cTyptedData sanlns:e="..." Id=vencl® Type="...">

u:Id="signl">

</e:Encryptedbatas E1’
<75 :Body> S1”

01 0000OO0ooooo SsOAPOOOOOOOO
Fig.1 A sample of the signed and encrypted message.
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O WS-Security 0 0000000 O0OO0OO0OOO
0000000 10)000000000000000O
J2MEO00O0O0OOOOD0OOOOOO XMLOOO



Vol. 45 No. 6 WebOOOOO WebOOOOOODOOOOOOOOO 1605
<s:Envelope xmlns:s="..."> | Service |

<s:Body xmlns:s="..." xmlns:ul="http://ABA" ul:Id="signl"s> @ -

<ns1iFoo minsmsio " xmlns:u2="http://ABA" u2:Id="sign2"> [HrTe Operation ]

- XML _Parser @

</nsl:Foo> 52 TN

Byte array [ | | evertologode

</s:Body> s1

</s:Envelope>
02 0000000000000

Fig.2 A sample of nesting of signature targets.
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Fig.3 An architecture of stream-based implementation.
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BH[1]=...; LO[1}=...; // &R — (0)

BH[2]=...; LOR]=...; / BESHER —(0)

Intm=0;

Buffer but = new Buffer(++m);

Stack bStack = new Stack(); // /Sy 77

Stack eStack = new Stack(); // % LB ERIEMA

void characters(byte[] data) {
buf.add(data); — (3)

}
void endElement(byte datal]) {
but.add(data); — (3)

if (iﬁﬁi BESERHRORT 55 (

if (BEXR) {

i (METTE”) T5—EET --

I BB MBERTL, EH[ﬂil!n’.‘a (4)
1 BELT-FERAE MIBETS ---(10)

but clear(); m--; - (5)

buf = bStack.pop();
Yelse if (BRHEHR) (

if (UEFRARE?) T5—EBT —(9)

if (8134 ) eStack push(buf); — (6)
/ ESHEAEE S, BHRIEEH H— (7)

void invoke(byte[] mes) {
Parser parser = ...;
DefaultHandler handler = this;
parser.parse(mes, hander); - (11)

)

Void startElement(bytef] data) {

if (<Body>T. B& SRR, WHENROWIASY) (
Buffer nbuf = new Buffer(++m); —(1)(2)
bStack.push(buf);
buf.add(nbuf); buf = nbuf; ; = — (5)
if (BENR) ( buf = bStack.pop();
LO[1).add (buf); (1)
Yelse if (EHEHE) {
LO[2].add (buf); --(2)
}

else f (<Envelope>BR DT 5) {

1 SOAP Ay —SOBMEETS

byte[] mes = reconMessage(BH[1], BH[2]) — (8)
I/HTTP RAEETS

HTTP.write(mes); - (12)

buf.add(data); - (3)
}

}

04 O0000D00OO0O0O0ODD WS-Security 0O0OO0O0OD
ooo

Fig.4 A sample code of WS-Security engine in request
message construction.
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WS-Security 00000000000 SOAP OO
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00000000O00o0oo0o0oooooooooo
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Fig.5 An example of division of request SOAP message.
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\/c/a:signedinfos
<d:si Tu | Object |

< rpa
\ </ v
\/d:signaturevalue> <Je

d:KeyInfo> (4)

/d:KeyInfos L0y

([l Signatures |C1pher value <e:EncryptedData>

<g:CipherData>
Loy, (5)N\ggCipherpata> g |
signature Valuer

x </e:CipherData>
By + ...+
(a) Signature Operation

</e:EncryptedKey>

(b) Encryption Operation

06 00D00OO0O0O0ODODOODOODOO
Fig.6 Signature and encryption operations.
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O0000000000000000 <signature>
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ooooooOo—04(7)00O0

(1) {(1<i<k)yOO0OOO0OO0DOOOOOOOOOO0O
000 Lo;0000000000C000000C0O0
00o0o00o0o00oOooo4(9)oo00m

(2) (1<i<k)OO0OO0OO0ODOOOODOOOOOO
00 Lo, 000000000000000000O0
00000000000 000000B000000
oooo4(6)000 M

(3) 000000000000 OO0O <EncryptedKey>
oo0o0o000 BH,OOOOOOOOOO0OO0OO
oooOooooooooo

(4) 322000000000000000000
oooooooOoooooOo0B., 00000 UTF-8
00000000000

(5) OOOODOOODOOUOODOOOODOOO
<EncryptedData>lJ 0 00 U O 0 <EncryptedData>
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0000000B;, O00O0O0O<Security>d 00
<Header>U OO UODOOODODODOODO
(2) DOOOUOOUOOOOOOUDOOODOOO By
O 0000000000 BH,,...,BH,000O
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02 00000000000000000
Table 2 Classification of signature and encryption

nesting.
oooooo goooo oooo
0os1 0os2 gooooo
3.26 00000 (1)
0os2 0oos1 oooo
0oos1 0os2 oooo
0ags2 oos1 oooooooo
3.26 000000 (2)
LO[1]=...; // 1B4LR — (0) void endElement(byte datall) {
LO[2]=...; // BABREER -—(0) if (in <Header>®#k)
Intm =0; if (<Signature>ERD ¥ T 57) {
Buffer buf = null; I BB REE --- (5)
Stack bStack = new Stack(); // 7377 ) slss if (<EncryptedKey>BERD# T 44) {
Stack eStack = new Stack(); // 8% 5 ~(6)
SOAPEngine SE =...; // SOAPT S
} e\se if (in <Body>)
Void startElement(byte[] data) { buf.add(data); — (4)
if (in <Header>EH) { — (1) if (BERENR, EHEARORTHY)(
//i%ﬂilﬁlw&'»{/xzhiﬂﬁia&lf if (BEBRIEHR)
I Ui AMBIREE - (7)
) else (in <Bocy>TEH) ( I BELF: ﬁﬁﬂ:ﬁm}iﬁa -(13)
if (BERIEAR, WHLHRDOBAESY) { bu.clear(); m--, - (8)
Buffer nbuf = new Buffer(++m); -(2)(3) buf = bStack.pop();
bStack push(bu); }else if (ERAEXR) (
buf.add(nbuf); buf = nbuf; if (14 MEE?) eStack push(buf); - (9)
if (BARR) / WHEMBERL, DEREERMFTHL

LO[1].add (buf); (2)
) else if (BEHEHR)

LOf2].add (buf); (3)
}

byte[] ddata = decrypt(buf);
Parser parser = ...

,(hls): —(10)
buf.clear(); m-; — (8)
) buf = bStack.pop();
buf.add(data); - (4) )

if (SOAPTLLUIZEY?) sE.startElement(); -—(14) } e\se if (<Enve<ope SERORTEY) (

I TSN ROREF o7 - (1)
void characters(byte(] data) { // 77'}‘7—/5/I Rv(ﬁi&?‘htilﬁ -(12)
if (buf 1= null) buf.add(data); --- (4)

if (SOAPTL U1 9?) SE.characters(); -—(14)
1

}
if (SOAPTUUIZ®¥?) SE.endElement(); —-(14)
)

07 00000000000 WS-Security 0000000
ooo

Fig.7 A sample code of WS-Security engine in request
message parsing.

3.3.1 WS-Security 0O0O0O0O000DOO
WS-Security 00000000000 700000
O00O00OWS-Security UO0OOO0OO0O00OOO SAX
0000 0000O0<Header>0 0O0OOOO 7(1)0
gooooooooooboooooooobooooo
O0000000000000000O<Boay>0 00
oooooo0o0o000 2000000000000
e JOOODOOOOOODOOODOOOOOODODO
oood

e JOODODDOODODODODCODODOOOOODODDO
ooooooooo

O00WS-Security 0000000000 SAX
0000000000 000000OoO0OoooO SOAP
oooooooooooor(49)ooom

e <Envelope>O 00O OOOOOOOOO

e <Body>0000D0OOD0OCOOOCOODOOD
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gooooooooOOoooooooOoooooooo
ooo7(12)00000oo
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Response SOAP message

Order 1

08 ODO00ODOOOOOooODOoOOoOoOoOoooo
Fig.8 An example of the buffering of verifying and
decrypting objects.
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Fig.9 Verification and decryption operations.
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Fig. 10 Performance comparison between two implemen-
tations of SOAP engine: streaming processing and
DOM-based processing.
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and DOM-based processing.
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