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Data-flow Based Syntax Validation Method for XHTML Documents

with Embedded Inline Scripts

MAKOTO MATSUSHITA,t KAZUNORI WASHIO® and KATSURO INOUE!

Today many HTML and XHTML documents are often dynamically generated by scripts
such as JavaScript and PHP. The existing verification techniques cannot be applicable to these
scripts. In order to verify the syntax of an XHTML document containing an in-line script,
we propose a technique that we use the data flow analysis of the output sentences, create
pattern of the output strings, and verify the pattern. In addition, we have been implemented
the syntax verification tool using this technique, and we have evaluated our approach. As
a result, we could find errors which have not been detected by the existing syntax analysis
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Fig.1 Work flow of validation technique.
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Table 1 Definition of repeatable element in DTD.
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Fig.3 Algorithm of creating tree.

<html>
<head><title>sample</title></head>
<body>
<script>

var b = "good afternoon";
var date = new Date();
: document.write("<ul>");
9: if (date.getHour() < 12)
10: document .write ("<1i>"+a+"</1i>");
11: else document.write(b);
12: documaent .write("</ul>");
13: </script>
14: </body>
15:</html>

1:
2
3
4
5: var a = "good morning";
6
7
8

04 OO0O0OOOO
Fig.4 Sample code.

"<ul>", (("<1i>","good morning","</1i>")
| "good afternood"),"</ul>"
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Fig.5 Pattern of output string.
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"<html>","<head>","<title>",'"sample","</title>","</head>", Line 11: DTD violation found.
"<body>","<ul>","<1i>","good morning","</1i>","</ul>", Appearance: #PCDATA
"</body>","</htm1>" Requirement: li+

L Data-Flow: Line 6, Line 11
"<html>","<head>","<title>","sample","</title>","</head>", 09 OOOoOO
"<body>","<ul>","good afternoon","</ul>", Fig.9 Exmaple of validation result.
"</body>" , "</html>"

06 0J000D0OOOO0 XHTMLOOOOOOO
Fig.6 Join results of static XHTML tags and script
output.

07 DOO0ODOOOO
Fig.7 Created tree.

1. element := 00000;

2. if (element 0O0000O000O00) {
children := element 0000}
definition := element 000000}
if (children O definition 0000000)

DTD 00;
element := children;
goto 2;

08 oooooooooo
Fig.8 Algorithm of validating tree.
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Fig. 10 Structure of validation system.
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Fig.11 Screenshot of ECMAX.
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Table 2 Number of XHTML documents found by tools.
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1. 0oDo000o0ooooooooo;
program := 0 0000000000;

2. node := program 0000000;

3. if (node = 00000000) 00000 “* 000;
else if (node = 0000000) 0000 “” 000;
else if (node = 000) {

ODo0oo0o0o0o0o0oOoOoOoOoOoOoOooooo;
if (00000000000)0 :(=000;
else 0:=000;
oooo;

¥
4. if (node 000000O0000O) {
node := node 00000}
goto 3;

}

012 0O0O0O0o0DO0ODOOOOOO
Fig.12 Algorithm of creating pattern.

var a=10;

for (var i=0; i<10; i+=1) {
a += 1i;

}

document.writeln(a);

013 00000000
Fig.13 Example of source code.

1 3 6

014 0O 13000000
Fig.14 Flow graph of example code.
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