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Routing Information Based Packet Filtering
for IP Spoofing Prevention

MANABU NAKANOt and TSUTOMU MATSUMOTO*

As one of the effective measures against IP address spoofing, there is a way for a network
administrator not to pass outside the packet of which source IP address is misrepresented, by
means of the packet filtering. For that purpose, it is important to set up the newest filtering
rule that reflects pertinently the change in the network that is the target of management.
This paper proposes how to make the suitable filtering rule by using routing information, and
it proves measures against IP source address spoofing which an administrator can perform

efficiently.
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Fig.1 Outline of the proposed method.
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Fig.2 The assumed network.
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Chain input (policy ACCEPT):
Chain forward (policy REJECT):
Chain output (policy ACCEPT):
[root@Dar jeeling /root]#

WARHING: pinging hbroadcazt address
192,168,3,0 1z bad route

Chain input (policuw ACCERT):
Chain forward (policy REJECT):

Chain output (policy ACCEPT):
[root@Dar jeeling froot]¥ []

[root@Dar jeeling /root]d fshin/ipchains -nL

[root@Dar jeeling Sroot]# perl chainlo,pl

[root@0ar jeeling /root]# fshin/ipchains =L

target prot. opt SOLINCE
ACCERT all -———- 182, 16%,2.0/24
ACCERT all -————- (.0,0,070

destination ports
0.0.,0,0/0 n/a
152.168.2.0/24 nfa

03 Ooooood
Fig.3 The result of experiment.
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Table 1 The processing time 1.

RErYET VD% | MEERE (ms)
10 48.0
20 56.9
30 64.7
40 74.1
50 83.0

02 00002
Table 2 The processing time 2.

ALIERERE (s)  [((REREEFR. B |[RIREETS. &
FEFRM 1% : & 10.062 0.044
|§FﬁFm¢ﬂt:£§ 0.031 0.028
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