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A Proposal for Memory Data Protection Scheme Using Cryptography

YU INAMURAt and SADAYUKI HONGO't

Currently it has become a practical option to use the so-called secure protocols such as
SSL, SSH, and IPSec, in order to use public networks like the Internet as exchanging media
for privacy-related data securely. However, the terminating points of such protocols, that is,
server machines or PCs, have a little or no means in their execution environments, which can
be utilized to keep the confidentiality or the integrity of such privacy-related data that will
be sent to or have been received from network. This means that it will become more and
more important to provide protecting mechanisms for such attacks that will take advantage
of the above vulnerabilities in the most of the current computers’ execution environments.
This paper proposes a “Cryptographic Memory System”, a scheme for aiming at achieving
the improvements over such internal execution environments, which can be implemented on
the most ordinary computer H/Ws and S/Ws.
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Fig.1 Snapshot on multi task OS’s execution.
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