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Volume of Communications Necessary for Certificate Revocation in
PKI Estimated Based on Probability Theory

NAOKI TANAKAt and YOICHIRO IINOt

In Public Key Infrastructure (PKI), it is proposed that a verifier checks a validity of cer-
tificate by Certificate Revocation Lists (CRLs) issued by Certificate Authorities (CAs). A
verifier obtains only a necessary part of CRLs and, by preserving CRLs once obtained, a
verifier needs not obtain the same one more than once. Therefore CRL is expected to reduce
the volume of communications necessary for certificate revocation. In this paper, for full-CRL
and §-CRL methods, we take into account the fact that one CRL is obtained by one verifier
at most once and we derive the volume of communications necessary for certificate revocation
based on probability theory. The result shows that the effect that a verifier obtains only a
necessary part of CRLs reduces the volume of communications only when the frequency of
authentications is sufficiently lower than the product of the frequency of CRL issuances and
the number of CAs. When the frequency of authentications is higher than the product, the
volume of communications becomes comparable to that in the case that all verifiers obtain
all CRLs and is proportional to the squre of the number of all entities. Furthermore, for
the 6-CRL method, it is proved that there exists an optimal ratio between a frequency of
base-CRL issuances and a frequency of 6-CRL issuances independent of the number of CAs
if the frequency of authentications is high enough.
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Fig.8 Optimal interval of base-CRL issuance with re-
gard to the frequency of authentication at (L =
365, Tc = 1).
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Fig.9 Volume of communications necessary for obtaining
CRLs in full-CRL and optimized §-CRL schemes.
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