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Integration of the Incentive and the PKI-supporting Mechanism

on Multi-hop Cellular Networks

JUN ANZzAIHt and TSUTOMU MATSUMOTOf

As networks using multi-hop there are ad-hoc networks and multi-hoc cellular networks.
Those networks have two problems, PKI is not always available and nodes do not always
cooperate to forward data. In this paper, we indicate a relation between the problems, and
propose security mechanism that can unitedly solve the problems.
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Fig.1 Communications from node A to node B in ad-hoc
networks.
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Fig.2 Communications from node A to node B and node

C in multi-hop cellular networks.
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Fig.3 A system manager authorizes on intervener (1),
and the intervener registers node A (2).
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Fig.4 An intervener authenticates node A and node B, the

intervener shares a key with the nodes as a PKI-

supporting mechanism.
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Fig.5 A one-way communication model of an incentive

mechanism: Transmission from node s to node r via
node t.
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Table 2 Kinds of Alnfo and Header to detect attaks.
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Table 3 A comparison between our proposed scheme and

other PKI-supporting mechanisms.
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Table 4 A comparison between our proposed scheme and
other incentive mechanisms.
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