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Abstract: Full disk encryption (FDE) systems are used to prevent the information leakage accident. The
existing FDE systems perform the user authentication for booting encrypted OS in the pre-boot environment
just after that the computer is powered on. In the pre-boot environment, some device features are restricted.
Therefore it is difficult to provide the various user authentication features such as GUI and challenge-response
authentication. To solve this problem, we propose the user authentication method using the pre-boot au-
thentication OS, which is the OS for exclusive use of user authentication and booting the encrypted user OS.
In the proposed method, the FDE system performs the various user authentication features in the pre-boot
authentication OS environment. After that the pre-boot authentication OS creates the encryption key onto
the main memory and switches processing to the user OS without rebooting computer. Then encryption key
is not erased from main memory, the FDE system is able to decrypt user OS and boot it. We evaluate the
proposed method, and confirm that it realizes the various user authentication features and suppress the OS
boot time to 30 seconds increase.
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Table 1 Comparison of the data encryption methods.
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BT,
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ZOMOENZ BT 5B FRIGHETT.
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