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Network Management Support System
Based on the Activated Status Information

SusuMU KONNO," SATOSHI YOSHIMURA,t HIDEAKI HATORI,
YUKIO IwAYA,itt TORU ABEt and TETSUO KINOSHITA'

The authors have proposed a novel network management support system (NMS) based on
the active information resource (AIR). In the proposed system, called AIR-NMS, the empirical
knowledge and status information required for network management are structured as vari-
ous AIRs and implemented by using software agents. Through the coordination/organization
of these agents, they support a part of the network management tasks, which are usually
burdened to the network administrators. In this paper, focusing on a management task
based on the network status information, we propose an architecture, a design method and
the coordination/organization mechanism of I-AIR which holds network status information
represented as the AIR-based descriptions in the ATR-NMS. Moreover, a prototype system
of the AIR-NMS is implemented to demonstrate and evaluate the essential functions of the
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AIR-NMS.

1. 0 O00anO

gooobo0oooob0ooboOoobooboooooo
go0o0o0ooOooooOoboooboobooobooo
0000ooooO0oooOobOoboobOoOooooooo
00o0O0DO00OOo0bOooDoOobOoOoooobooo
000000000000 00000DO0nDOdNMS:
Network Management Support SystemO0 00 00O
gboboodobouooboobobooboobooo

fO000ooooooooooo

Information Synergy Center, Tohoku University

tt0000000o000oo00Doo
Graduate School of Information Sciences, Tohoku Uni-
versity

ttt0000o0Do0o0oDoo

Research Institute of Electrical Communication, To-
hoku University

493

gobooboOoboooboboobooobooobooooo
gobooooboooboobooboboobooo
00000000000Y"Y0000000 NMSODO
Jo0oo0bOooOooboooooboooooooo
0o0D0DooDooooDooNMSOODODODOODOOO
00DbO0Oo0oobOooooooono
0o00oooooooo NMSOOOODOOoooo
O0000000000000AIR: Active Informa-
tion ResourceI 000 0000000000000
000000000 AIR-NMS: AIR-based Network
Management Support System[("® 00000000
AIR-NMSOOOODOODOOOOOOOOoOoOoOooo
Jo0o000o0obobDooobobooobobooo
ODO00O0O0OAIRODOOOOODOOOO0OOOOOOO
00o00oDoDo0oO0oooOo0obOOoobOoobooooo
oo0/00000/000000000000000



494 goooooooo

ooog
OO0DO0OOO0AIR-NMSOOOOOOOOOO%9%®
000000000000000D000000000
000000000000000000000000
000000000000000000000000
00000000000000

2. AIROOOOODOOODOOOODDOO
go

0000000000000AIRMOOOO0AIR
000000000000000000000000
OOOAIR-NMSOODODOOOOOOOO0OO00AIR
000000000000000000000O0
2.1 000O000O00AIRD
0000000000D000O00000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000/00/000000000000
0000000000000000000000000
000000000000000000000000
00000000000000000000
AIROO0O000OO0O0D00O0O0O0O0O00O00O00O0
0000000000000000Y00000000
000000000000000000000000
0000000000000000000 AIROO
000000 1M0O000000000000000
000000000000 AIROOOOO00000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
0000O000ooooo'Y0oooo0oooon
000000000000000 AIRODODOOOO
000000000000000000000000
000000000000000000000000
000000000000000000 AIROOO
0000000000000000000000000
00000000000000000000

2.2 AIR-NMS
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000 2(a)00
00000000000000000,.00 PCOO
00000 000000000000000000

Feb. 2005

(IR

FIRSIEA)

AIR7—2 7L —X

(Bumnns)

01 AIROOOODOO
Fig.1 Conceptual model of AIR.
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Fig.2 Conceptual model of AIR-NMS.
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(a) 1,-AIR

<? Xml version= “1.0” encoding= “Shift_JIS” 7>
<subnet>
<subnetName>a_|ab</subnetName> Iy b
<domain>examp|e. jp</domain> HRAL B
<addrspace>172. 20. 2. 0/24</addrspace>#7 K L X Z2fd
<gateway>172. 20. 2. 1</gateway> #F—F 947 KLR
<firewal I>active</firewal I> 27470 4—LOHE
<server> Y —/\ER
<service>SMTP</service>
<ipaddress>172. 20. 0. 2</ipaddress>
<name>smtp. a_lab. example. jp</name>
<process>Postfix2. 1</process>H—/\TOT 5 L

</server>

<server>

</server>
</subnet>

(b) Tg-ATR

Apr 1 01:38:48 mail sendmail[10892]:: ruleset=check_rcpt,
argl=<noname@noname. example. jp>, relay=nohost. example. jp
[172.20.2.1], reject=550 5.7.1 noname2@noname. example. jp ...
Relaying denied

Apr 19 20:27:55 mail sendmail[13461]:: ruleset=check_rcpt,
argl=<noname@noname. example. jp>, relay=[172.20.2.2],
reject=550 5. 7.1 noname@noname. example. jp ... Relaying denied.
IP name lookup failed [172.20.2.2]

Apr 23 16:17:23 mail sendmail[16925]:: ruleset=check_rcpt,
argl=<noname@noname. example. jp>, relay=[172.20.2.2],
reject=550 5.7.1 noname@noname. example. jp ... Relaying denied.
IP name lookup failed [172.20.2.2]

03 IFAIROO0OO0O0O0O000DO

Fig.3 Example of I-AIR’s information resources.
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Fig.4 State transition diagram of I-AIR.
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1-AIR ::= <ID> <IR> <01> <CM> <CP>
ID ::= <air id> <workplace id> <task id> <obstacle info>+ <detail info>*

air id = AIREEAIF

workplace id = 7—% JL—R#HF

task id = SIBHD R XY D#AF

obstacle info ::= <obstacle |ist>x <precheck list>* <info list>x
obstacle list = AMIBATHEZMEED ) X b
precheck list = JLIBEASE(IC LB G HEAIERD Y X b+
info list = BMILATRELHRD Y X b

detail info = it Shf-th#k

IR ::= <type> <path> <format> <time>
type = 1EMARDIER 5l Postfix, MIB
path = /XX1&&, 45:/var/log/maillog
format = 7744 T74+—< v b HIXN, Text
time = 77 A LEAREHE  f51:2004/04/01/11:11

0l ::= <obstacle>* <check time>x
obstacle ::= <obstacle name> <obstacle char>+ <threshold>
obstacle name = [EES
obstacle char = EEHRMAXFS|
threshold = &2 FRIE
check time = [EFEHRELIED R

CM ::= <method> <argument>* <returned value>*
method = FIFAXIEMEED A VY K&
argument = FIFAZIEHLAED 51 %E
returned value = FIFAXIEMAEEDORY &

CP ::= <protocol>+

protocol = B kajL

05 BNFOOO IFAIROOODOOODOOOD
Fig.5 The knowledge representation scheme of I-AIR in
BNF.
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Fig.7 Construction of request message.
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Fig.8 Construction of network systems and AIR-NMS.
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01 0OIAIRO0O0OO00O0O0
Table 1 Knowledge of utilization supporting of I-AIR.

I-AIR% EX4 & I-AIR% B4 &
Is-AIR, | Obstacle list | Mail, SubnetA 1-AIR, Obstacle list | ALL
Precheck list | Null Precheck list | Ipaddress, Time, TargetlP
Info list MailServerName, MailServerlP Info list ClientlP
I;-AIR, | Obstacle list | SubnetB 17AIR; Obstacle list | ALL
Precheck list | Null Precheck list | TargetlP, Time, Service
Info list ClientlP Info list ClientlP
I;AIR; | Obstacle list | Mail, Virus 1-AIR, Obstacle list | NATRouterB
Precheck list | MailServerName, MailServerlP, MailAddress Precheck list | <Config Keyword>
Info list SourcelP, Time Info list <Config Parameter>
1;/AIR;._, | Obstacle list | Worm
Precheck list | Time
Info list TargetIP, Time, Port
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