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Abstract

In this paper, a new compression-friendly perceptual encryption method is proposed for color
images. Perceptual encryption is an encryption which makes images difficult to recognize visu-
ally. Compared to number theory-based encryption methods, perceptual encryption has high
flexibility for some image processing. For example, it is able to compress encrypted images.
Permutating values among R, G and B components in each divided block is proposed to change
the color of an image from the original one and to compress the encrypted image effectively.
Furthermore, we propose to combine with the bock scramble scheme in each color component.
We discuss how to choose the block size and evaluate the effectiveness of the proposed method.
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