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Abstract The Domain Name System (DNS) plays important role in the Internet for not only
innocent purposes but also malicious activities. The knowledge of DNS activities by malicious
users is required to monitor and protect end-user systems. In this paper, we investigated about
420 thousands malicious domain names for 4 months, and analyzed name resolution data. Our
experiments show characteristics of malicious domain activities, and we discussed how a black
list of malicious domain name could be used.
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