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Abstract Recently, we often use smartphones on the street. If a PIN authentication is used in
a public place exposed to many people’s eyes, there is a high risk of stealing a PIN by shoulder
surfing attacks. In this study, we propose a new challenge-response authentication method with
shoulder surfing resistance using properties of touch panel. The proposed method uses a swiping
for receiving a challenge and a touch pressure for providing a response. We also evaluate the
secrecy and the usability of the proposed method.
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