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Abstract In recent years, devices with Android OS have become widespread. Malware
targeting Android devices are increasing and becoming more sophisticated. As dynamic
analysis of Android malware is widely conducted, some Android malware now have
capability to escape the dynamic analysis by detecting VM environment which is often
used as an analysis environment. Thus, dynamic malware analysis in real Android
device is becoming more important. In this paper, we discuss advantages and
disadvantages of real machine based dynamic malware analysis and show an
implementation of the dynamic analysis system that can analyze Android malware in

fully automatic manner.
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