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Abstract In broadcast encryption, a sender specifies a subset of a user set, called a privilege
set, and encrypts a plaintext in such a way that only each user in the privilege set can decrypt
the ciphertext. In this paper, we first propose revocable-storage broadcast encryption (RS-BE)
with information-theoretic security. In RS-BE, we assume ciphertexts are stored in an external
storage such as a cloud data storage, and a ciphertext can be updated with a new privilege
set without decryption (i.e. without leaking any information on the underlying plaintext).
Specifically, in this paper we define a mathematical model and security of RS-BE, derive tight
lower bounds on secret keys required for RS-BE, and propose an optimal construction of RS-BE.
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