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Abstract Conditional proxy re-encryption (CPRE) is a useful cryptographic primitive, which allows
a designated proxy to transform the delegator’s ciphertexts satisfying some specific conditions into the
ciphertexts intended for the delegatee, while the proxy knows nothing about the underlying plaintexts.
However, existing CPREs cannot guarantee the correctness of the transformation done by the proxy, and
they also suffer from the problem of single point of failure. To alleviate the trust on the single proxy
in CPRE, in this paper, we introduce a new primitive named threshold conditional proxy re-encryption
(TCPRE), in which ¢ out of n proxies can transform ciphertexts (satisfying some specified conditions) for
the delegator (while up to ¢ — 1 proxies cannot), and the correctness of the transformation can be publicly
verified. We formalize the security models for TCPRE, and propose a concrete TCPRE scheme. We also

prove that the proposed scheme is secure against chosen-ciphertext attacks.
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1 Introduction

Proxy re-encryption (PRE), introduced by Blaze
et al. [3] in Eurocrypt’98, is a cryptographic prim-
itive which enables a proxy to transform a cipher-
text under a delegator’s public key into another
ciphertext under the delegatee’s public key, with-
out learning anything about the content of the en-
crypted message. In the past recent years, PRE has
found many applications, such as encrypted email
forwarding, secure distributed file systems, and out-
sourced filtering of encrypted spam.

To illustrate the useful applications of PRE, let’s
take the data sharing in cloud computing as an ex-
ample. Nowadays, many users store data to the
cloud, e.g., Dropbox and Google Docs. To pro-
tect the secrecy of their data, the users might first
encrypt the data and then upload the ciphertext
to the cloud. However, if the users use traditional
public key encryption schemes to encrypt the data,
there might exist some shortcomings. For exam-
ple, suppose Alice wants to share the data with
Bob, then she has to first download the ciphertexts
from the cloud, decrypts them with her own se-
cret key, encrypts again the data under Bob’s public
key, and finally uploads the new ciphertext to the
cloud. Then Bob can access the data with his secret
key. However, such a solution is highly unsatisfac-
tory, since it introduces heavy computational cost
and communication overhead. Fortunately, PRE
schemes can be used to efficiently resolve this prob-
lem: Alice uses a PRE scheme to encrypt her data
and then upload the ciphertext to the cloud. When
she wants to share the data with Bob, she can sim-
ply give a re-encryption key rks_,p to a proxy in
the cloud, and then the latter can efficiently trans-
form these ciphertexts into the ciphertexts intended
for Bob, who can then decrypt the ciphertext to ob-
tain the data with his own secret key.

Nevertheless, there exist some situations which
are hard for traditional PRE to tackle. Let’s take
again the above cloud application as an example.
Suppose some of Alice’s ciphertexts are highly se-
cret, and she wants to decrypt these ciphertexts
only by herself. Unfortunately, in the above sce-
nario, with the re-encryption key rk 4, g, the proxy
can transform all of Alice’s ciphertexts, including
the highly secret ones, and thus Bob can decrypt

To ad-
dress this problem, conditional proxy re-encryption
(CPRE) were introduced in [18,20]. In a CPRE

scheme, ciphertexts are generated associated with

them to obtain these highly secret data.

a certain condition, and the proxy can translate
those ciphertexts satisfying the specified condition.
As to the above cloud application, with CPREsS,
Alice can control the proxy to transform only those

non-highly-secret ciphertexts.

Our Motivations: Compared with traditional PRE,
CPRE enables the delegator to implement fine-grained
delegation of decryption rights. However, there still
exist some problems hard for CPRE to deal with.
One problem is that CPRE cannot guarantee the
correctness of the transformation done by the proxy.
This is indeed a challenge in applications. For ex-
ample, in the pay-per-use model cloud computing
service, the proxy charges the customer (e.g., Al-
ice) for the transformation numbers. For saving the
time and the computational cost, the proxy might
simply return ciphertexts which are not really gen-
erated via the re-encryption algorithm. Unfortu-
nately, existing CPREs cannot enable the users to
check such a malicious behavior of the proxy. In ad-
dition, existing CPREs only involve a single proxy.
This inevitably faces with the single point of failure
problem: if the proxy is out of work, the delega-
tee cannot access the data any more. Thus some
solutions should be introduced to deal with these
problems for CPRE.

Our Contributions: To deal with the above prob-
lems, in this paper we introduce a variant of CPRE
named threshold conditional proxy re-encryption
(TCPRE). The ciphertext in TCPRE is also associ-
ated with specified conditions, and the proxies can
only successfully transform those ciphertexts satis-
fying specified conditions. Unlike CPRE, TCPRE
involves a number n of proxies, and t out of n prox-
ies can successfully transform ciphertexts, while up
to t — 1 proxies cannot. In addition, the correctness
of the transformation done by each proxy can be
publicly verified. We formalize the chosen-ciphertext
security models for TCPRE with respect to two
types of ciphertexts (i.e., original ciphertexts and
transformed ciphertexts). Then we present a con-
crete TCPRE scheme, and prove its chosen-ciphertext

security under the formalized security model.
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1.1 Related Work

In 1997, Mambo and Okamoto [15] initially in-
troduced the concept of delegation of decryption
rights, as a better-performance alternative to the
trivial approach of decrypting-then-encrypting of
ciphertexts. In Eurocrypt’98, Blaze et al. [3] in-
troduced the concept of proxy re-encryption, and
presented the first bidirectional PRE scheme !. In
NDSS’05, Ateniese et al. [2] presented unidirectional
PRE schemes secure against chosen-plaintext at-
tacks (CPA). The first chosen-ciphertext secure bidi-
rectional PRE scheme and unidirectional PRE scheme
are proposed by Canetti and Hohenberger [5] and
Libert and Vergnaud [14] respectively, and both
schemes rely on the bilinear pairings. Deng et al.
[9, 21] proposed a CCA-secure bidirectional PRE
scheme without pairings. Shao and Cao [17] tried
to propose a unidirectional PRE scheme without
pairings, and later was improved by Chow et al.
[7].
rectional PRE schemes are proposed, e.g., [11, 16,

Subsequently, several bidirectional and unidi-

19,22]. Proxy re-encryption has also been studied
in identity-based scenarios, such as [8,10].

Several variants of PRE have also been proposed
in the past few years. Libert and Vergnaud [13] in-
troduced the notion of traceable proxy re-encryption,
in which a proxy who leaks its re-encryption key
can be identified by the delegator. Ateniese et al.
[1] introduced the concept of key-private proxy re-
encryption, in which the anonymity of the sender
and receiver’s identities can be protected. In TCC’12,
Chandran et al [6] introduced the notion of func-
tional re-encryption, which can transform an en-
cryption of a message m under an “input public
key” pk into an encryption of the same message m
under one of the n output public keys, namely the

public key index by function F'(m).

2 Preliminaries

2.1 Lagrange Interpolation

Let f(z) = Zf;é a;x' be a (t — 1)-degree polyno-

mial over Z,. Then given ¢ pairwise distinct points

n bidirectional PRE, the delegation from Alice to Bob
also allows re-encryption from Bob to Alice. In contrast,
unidirectional PRE only allows the delegation of one direc-
tion.

{(#, f(2))}2es with |S| = t, one can reconstruct

this polynomial f(z) as
f(x) =" (f(2) - Aas(2)),
z€S

where A, s(x) = [Jves

vtz

T—v
z—v"

2.2 Bilinear Pairings

Let G and Gp be two cyclic multiplicative groups
with the same prime order p. A bilinear pairing is a
map e : G x G — G with the following properties:
(1) Bilinearity: Vgi,92 € G,Va,b € Zj;, we have
e(gf,95) = elg1,g2)?; (2) Non-degeneracy: There
exist g1,92 € G such that e(g1,g2) # lgr, where
1, is the identity element in group Gr; (3) Com-
putability: There exists an efficient algorithm to

compute e(gi, g2) for Vg1, g2 € G.

2.3 Complexity Assumption

The g-weak decisional bilinear Diffie-Hellman in-
version (¢-wDBDHI) problem [4] in groups (G, Gr)
is, given (g,9%---,9%,¢", Z) € GI*2 x Gy with
unknown a, b & Zy, to decide whether Z = e(g, g)b/e.
Below we give an equivalent formulation of the g-
wDBDHI problem. Due to the space limit, please
refer to our full paper for the proof of the equiva-

lence.

Lemma 1 The q-wDBDHI problem is equivalent
to, given (g,9"/%,g% -+ ,g°" ", 9", Z) € G2 x Gy
as input, decide whether Z equals e(g, g)a% or a ran-

dom value.

Definition 1 For an algorithm B, we define its
advantage Adqu_WDBDHI in solving the g-wDBDHI

problem as

—1

b
vgbve(gag) "’2) = 1]

g e(g,9)7) = 1],

Pr[B(gvgl/aaga7 T 7gaq

7Pr[B(g’g1/avgaa e 7gaq

where the probability is over the random choices of
g € G,a,b,z € Zy,
by B. We say that the (t, €)-g-wDBDHI assumption
holds in (G,Gr) if no t-time algorithm B has ad-
vantage at least € in solving the g-wDBDHI problem

m (G, GT) .

and the random bits consumed
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Based on the ¢-wDBDHI assumption, Boneh et
al. [4] have constructed a hierarchical identity-based
encryption scheme with constant ciphertext size.
Libert and Verganaud [12, 14] also constructed a
unidirectional proxy re-encryption scheme under the
3-wDBDHI assumption. In this paper, to prove the
security for our proposed TCPRE scheme, we also
only use the above assumption for constant val-
ues of ¢, i.e., we only use the 1-wDBDHI and 4-
wDBDHI assumptions.

3 Framework of TCPRE
3.1 Definition

A TCPRE scheme is defined by the following al-
gorithms:

Setup(k): The global setup algorithm takes as in-
put a security parameter x, and outputs the

global parameters param.

KeyGen(param): Each user i uses this key genera-
tion algorithm to generate a public/private key
pair (pk;, sk;).

ReKeyGen(sk;, pk;,w,?,n): On input the delega-
tor’s secret key sk;, the delegatee’s public key
Pk, a condition w, a number n of proxies and a
threshold t with 1 < ¢ < n, this algorithm gen-
erates n shares of re-encryption keys {rk. «
and verification keys {Vki—"m’,v}ﬁ:l' For each
v € {1,---,n}, return the v-th re-encryption
key share rkﬂ)jm to the v-th proxy, and make

all the verification shares {vk, « . })_, public.

Encrypt(pk,, m,w): On input a public key pk, and
a plaintext m € M (here M denotes the plain-
text space) and a condition w, this encryption

algorithm outputs an original ciphertext CT;.

ReEncShare(rk. « . ,CT;): On input an original
i—j,v

ciphertext CT;, and a v-th re-encryption key

share rkigjv, this algorithm outputs a v-th

re-encryption share Gigm.

ShareVerify(CT;, VK 5 Oi_wﬁm

inal ciphertext CT;, the v-th verification key

): On input an orig-

VK 5 and the v-th re-encryption share 91.1”.7”,

z—)j,v}gzl

this algorithm outputs 1 if Hi_wm, , is a valid re-
encryption share; otherwise, it outputs 0 indi-

cating Oi_u”.m invalid.

ShareCombine(CT;, {Oiim. ,Jves, {vkigj ,Jves): Given

an original ciphertext CT;, and a set {Hiin, ,Jves
of valid re-encryption shares with |S| > ¢ (for
convenience, we assume |S| = t), this algo-

rithm outputs a transformed ciphertext CT}.

Decrypt(sk;, CT;): On input a private key sk; and
a (original or transformed) ciphertext CT;, this
algorithm outputs m if CT; is a valid cipher-

text; otherwise, it outputs L.

Roughly speaking, the correctness requires that,
for any m € M, any condition w in proper space
and any (pk;, sk;) <— KeyGen(param), (pk;, sk;) «
KeyGen(param), {rkii)j,zﬂVkii)j,u n_, + ReKeyGen
(ski,pk;,w,t,n) and CT; < Encrypt(pk,, m,w), the
equality Decrypt(sk;, CT;) = m should hold. Also,
for 0, ReEncShare(rkiijm,CTi) with v €
{1,--- ,n}, ShareVerify(CT;, vk s 9i1>j,u
hold. In addition, for any set S C {1,--- ,n} such
that |S| = ¢, Decrypt(sk;, ShareCombine(CT;, {9

{vkii)j ,Jves)) = m should hold.

3.2 Security Models for TCPRE

Before giving the security notions for TCPRE,
we here introduce the following oracles which will

be used to model the abilities of an adversary:

o Uncorrupted key generation query O,(-): On

input an index 4, this oracle runs algorithm

KeyGen to obtain a public/private key pair (pk;, sk;),

and returns pk;.

e Corrupted key generation query O¢(-): On in-
put an index j, this oracle runs algorithm KeyGen
to obtain a public/private key pair (pk;, sk;),
and returns (pk;, sk;) to A.

o Re-encryption key share query Opes(-, 50y, *):
On input (pk;, pk;,w,t,n,U) with 1 < ¢ < n
andU C {1,--- ,n},itruns {rk_ -

i—j,v’ Vki1>j,v

ReKeyGen(sk;, pk;, w,t, n), and returns {rkﬂ)jﬂ,}veU

and {vk. .. }"

i—judv=1"

input (pk;, pk;,w,t,n, CTy, L) with L C {1,--- ,n},

it returns {ReEncShare(rkiij 2+ CTi)}ver-
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e Decryption query Ogec(,-): Oninput (pk,, CT,),
it returns the result of Decrypt(sk,, CT,) to A.
Here sk, is the private key with respect to pk,.

3.2.1 Original Ciphertext Security

The chosen-ciphertext security for a TCPRE scheme
can be defined via the following experiment between
an adversary A and a challenger C:

For an adversary A running in stages find and
guess, we define its advantage Adv%\‘gg}%ﬁt(k) as
|PrExpropks A (k) = 1] - PrExphGrma (k) =

1] ’, where Expg\'}?é‘ﬁCA“S is defined by the following

game:
Experiment Exp%\'gl;‘}géﬁ(s(k)

param + setup(1¥);

(mo, m1, Py, w*) < A9wOc:Orks:Ores, Odee (£ind, param);
CT" « Encrypt(pk;., ms, w*);

8" 4= APw:0¢:Ons, Ores,Oee (guess, param, CT*);

return ¢§’.

During the above experiment, it is required that
the following requirements should be simultaneously
satisfied: (1) pk;. is generated by oracle Oy; (2)
For a public key pk; generated by O., a number
n and the threshold ¢ with 1 < ¢t < n, A can-
not issue Ors(pk;., pk;, w*,t,n,U) with |[U| > t;
(3) For a public key pk; generated by O, a num-
ber n and the threshold ¢t with 1 < t < n, A
cannot issue queries Orks(pki*,pkj7w*,t,n, U) and
Ores(Pk;-, P, w*, t,n, CT™, L) such that [UUL| > ¢;
(4) A cannot issue query Ogec(pk;-, CT*); (5) For a
public key pk; generated by Oy, a number n and the
threshold ¢ with 1 <t < n, if A has issued queries
Orks (Pk;», Pk, w*, t,n, U) and Ohes (k. Pk, ", 2, 70,
CT*, L) such that |U U L| > t, then A cannot issue
query Odec(pk;, CT;) such that Decrypt(sk;, CT;)

c {mo,ml}.

Definition 2 A bidirectional PRE scheme is said
to be (t, qu, G, Grks, Gres, qd, €)-IND-0CCA-secure, if for
any t-time adversary A who asks at most qu, qc, Grks,
Qres and qq queries to oracles Oy, O¢, Oixs, Ores and

Oq, respectively, we have Adv%\‘gf,‘ﬁcém(k) <e.

3.2.2 CCA-security of transformed cipher-

texts

For an adversary A running in stages find and

guess, we define its advantage Advlr}\'g};tﬁgﬁ(k) as

|PrExpris.a (k) = 1] — PrExprGegga (k) =

1)|, where Exppita ™ is defined by the following

game:

Experiment Expllwgl;tlgg’\j (k)

param « setup(1¥);
(mo, m1, pk;, Pk, w*) AOC:0¢:0ri,Oace (£ind, param);
CT <« Encrypt(pk;, ms,w*);

¢
{Gigj*"v — ReEncShare(rkigJ_*.U,CT) [

CT* + ShareCombine(CTi.,{Giu_ﬁj*w 2:1’{rkif>jnv )
§" 4 AOw:0¢:Onis:Oace (guess, param, CT*);

return §’.

During the above experiment, it is required that
the following requirements should be simultaneously
satisfied: (1) pk;. is generated by oracle Oy; (2) A
cannot issue query Ogec (pkj* ,CT™).

Definition 3 A bidirectional PRE scheme is said
to be (t, qu, Ge, Grks; 4d, €)-IND-tCCA-secure, if for any
t-time adversary A who asks at most qu, qc, ¢rks and
qa queries to oracles Oy, Oc, Oks and Og4, respec-
tively, we have Advqﬂ\'gg,tég&(k) <e.

4 Proposed TCPRE Scheme

4.1 Construction

Our proposed TCPRE scheme consists of the fol-
lowing algorithms:

Setup(k): Given a security parameter x, choose bi-
linear map groups (G,Gr) of prime order ¢ > 2%,
and pick generator g £ G m addition, choose
hash functions Hy : {0,1}" x {0,1}> — Z* H, :
Gr — {0,1}r x {0,1}!2, H3 : G x {0,1}* — G and
Hy : {0,1}i+2 x G — G. The global parameters
are param = (G, Gy, g, Hy, Hy, Hs, Hy).

KeyGen(param): To generate a public/private key
pair for user 4, this algorithm picks x; & Z,,, and
sets pk;, = g and sk; = ;.

ReKeyGen(sk;, pk;,w,t,n): Oninput the delegator’s
secret key sk;, the delegatee’s public key pk;, a con-
dition w, a number n of proxies and a threshold ¢
with 1 < ¢ < n, this algorithm performs the follow-

ing steps:

1. Foreach indexv € {1,--- ,t—1}, pick o, B, &

Zy,, and set the v-th re-encryption key share

Tk, « v :gaUHfi(pkiaw)ﬁva (1)

i—J
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and the v-th verification key share vkﬂ)j to
be

(Ukv,la UkU,Q) = (Pk?v ) Pkfv)- (2)

t —1}. Pick 8 & 7. For
,n}, set the
to be

2. Let §' = {0,1,--,
each remaining index v € {¢,---

v-th re-encryption key share TR,

(Pk; ' Hs(pk;, W)'B)

and the v-th verification key share VK 5, =
(vky,1,vky 2) to be

-1

RIEE

’Uk 1_pk)‘OS’(U)H k zs’('“)’ (4)
z=1

PR = e
Vkyo = (pki ) H vk 5% (5)

z=1

3. Foreachv e {L,---

key share rk, « . ~to the v-th proxy, and make

the Verlﬁcatlon lkey shares {vk, « . }y_; pub-

*}]’U

lic. Note that the proxy can check the valid-
ity of the v-th re-encryption key share rk, «

—>j v

by testing whether e(rkﬂ)j L+ Pk;) = e(g,vky 1)

e(H3(pk;,w), vk, 2) holds.

Note that the re-encryption key shares and ver-
ification key shares in Eq. (3)-(5) have the same
(1)-(2).

limit, please refer to our full paper for the proof.

form as those in Egs. Due to the space

m,w): Given a plaintext m € {0,1}",
a public key pk, and a condition w, the sender picks

Encrypt(pk;,

pa {0,1}2, computes r = H;(m,r’), and outputs
the original ciphertext CT; = (C1, Cs, Cs,Cy) as

C1 =pk;,Cy = Hy
C3 = Hs(pk;,w)",

(e(g,9)") & (ml|r'),
Cy = Hy(Co,C5)"

ReEncShare(rk, « i CT;): To generate the v-th re-
encryption share of an original ciphertext CT;, the
v-th proxy with the v-th re-encryption key rk . .

performs the following steps:

1. Check whether the following equalities hold.
If no, output L and terminate indicating CT;

invalid.
6(017H3(pki’w)) = e(pki703)> (6)
€(C1,H4(Cg,03)) = 6(pki704). (7)

,n}, give the v-th re-encryption

év,Q =
Finally, output the v-th
(év,la 00,27 C"u,3)-

. 3 =
2. Pick s < Z; and compute C, 1 = pkj,
rk® Tog = C%.
P50 Cos = €7
re-encryption share Gigj Yy =

ShareVerify(CT;, VK 5 Hl.gj’v): On input an orig-
= (C1,C4,C3,C4), a verifica-

tion key vk 5 = (vk;1,vk; 2) and a re-encryption

= (Cyp1,Cy.2,Cy3), this algorithm checks

whether the following equalities hold:

inal ciphertext CT;

share 6. «
i—

6(01),17 Cl) = e(pkiv CU,3)3
G(CYU727C’

v,l) = e(ga vkv,l)e(H3(pkia W)7 Ukv,2)~

If yes, output 1 indicating 6, EU valid; otherwise,

output 0 indicating 9i1>j , invalid.

ShareCombine(CT;, {Giij L Jvess {Vki—">j ,Jves): Given
an original ciphertext CT; = (Cy, Cs, C3,Cy), a set

of valid re-encryption shares {6. « . },cs and verifi-

40
cation key shares {Vkiim',v}ves = {(vky1,Vky2) boes

with |S| > ¢ (for convenience, we assume |S| = t),

. . / e(Cu,2 3) Av,s(0)
this algorithm computes C] =[], .4 (m) ,

and outputs CT; = (C1, Cs).
Observe that C7 is in fact the form of e(pk;, g)".
Due to the space limit, please refer to our full paper

for the explanation.
Decrypt(sk;, CT;): On input a private key sk; and
ciphertext CT;, this algorithm works according to

two cases:

e CT; is an original ciphertext CT; = (C1, Cq, C5, Cy):

First check whether Eqgs. (6)and (7) hold. If
no, output L and terminate indicating CT}; in-
Hay(e(C1,9)%)&
(4, and check whether Cy = H(Cq, Cg)Hl(m’T/)
holds. If no, output L indicating CT; invalid;

valid. Else, compute (m||r’) =

otherwise, output m.

e CT); is a transformed ciphertext CT; = (C}, Ca):
Compute (m||r') = Cy @ HQ(O{$)7 and check
whether Cf = e(g®i, g)"1(™") holds. If no,

output L; otherwise, output m.

4.2 Security Analysis

Theorem 1 Our proposed scheme is IND-oCCA se-
cure in the random oracle model, assuming the 4-
wDBDHI assumption holds in groups (G, Gr). Con-
cretely, if there exists an IND-oCCA adversary A,
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who asks at most qu, random oracle queries to H;
withi € {1,--- ,4}, and breaks the (t, qu, Gc, Grks; res,
qd, €)-IND-oCCA security of our proposed scheme,
then there exists an algorithm B which can solve the
(t',€")-4-wDBDHI problem in groups (G, Gr) with

g € G daetdet
h 6(1 + Qrks) 2l p ’
' < t+ O(T((]H3 +qg, + qu +qc + 3Nmaxfrks

+ (4QH1 + 3nmax)(bes + 4qH1 qd))-

where T is the mazimum time among time for com-
puting a multi-exponentiation and a pairing in G,Gr,

and nmax denotes the mazximal number of prozies.

Theorem 2 Our proposed scheme is IND-tCCA se-
cure in the random oracle model, assuming the 1-
wDBDHI assumption holds in groups (G, Gr). Con-
cretely, if there exists an IND-tCCA adversary A,
who asks at most qu, random oracle queries to H;
withi € {1,--- ,4}, and breaks the (t, qu, Gc, Grks, 4d, €) -
IND-tCCA security of our proposed scheme, then
there exists an algorithm B which can solve the (t',€')-
1-wDBDHI problem in groups (G, Gr) with

¢ _4H, Q4
- 2l2 p?
t" < t+O(m(qm, + qm, + qu + e

+ 3nmaXQrks + 4QH1 qd)) :

where T and Nmax have the same meaning as in The-

orem 1.

Due to the space limit, please refer to our full

paper for the proofs of Theorem 1 and 2.

5 Conclusions

To alleviate the trust on the single proxy in con-
ditional proxy re-encryption, we introduced the no-
tion of threshold conditional proxy re-encryption
(TCPRE), in which ¢ out of n proxies can success-
fully transform ciphertexts, while up to t—1 proxies
cannot. In addition, the correctness of the transfor-
mation done by each proxy can be publicly verified.
We gave the formal definition and security mod-
els for TCPRE, and presented a concrete TCPRE
scheme. The chosen-ciphertext security of the pro-
posed scheme can be proved in the random oracle

model.
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