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Abstract It has become a serious problem that the number of attacks that exploits memory
corruption vulnerability in software is increased. Protection/mitigation technologies against
it in OS or with compilers have been developed, but further attacks have been appeared to
bypass them. In this paper, we survey to classify protection or mitigation technologies
against memory corruption vulnerabilities in OS or with compilers.
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GCC4.9.1
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glibc TfT> T\ 5. glibc-2.19 i, Random
canary @ FA. 1 /A FA2%F NULL X7
(¥0x00) TF#&V (F/dev/random (255 4731 k
ALEEIZ 72 5.

Fx DR L2 & 25, Ubuntuld.04 32 &
v 1) TIE, v ARER SRS TAR
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LR S AT canary {0 B NO HIETHEA TE
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3.2.1.5 Automatic Fortification
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V4.0 MOIERETEA SR 2 U T o HRE
T, Buffer Overflow W) 055 Ta— R&a{R
5. ZiuZ, Buffer Overflow OfEfRME%
o EHETA4 7T V12h D) BER L2
BB DHERECH D, 2L A VR OE
TR, N 7 7 fEIk A 2 5 A AOLTFF
DEIN TRV DTF =y 7 2{T7H. U H—
VT RULARRT L—ARA X DWE 2 RIK
2B <. 2 ZC, Automatic Fortification ™¥E
Pl & LT, g Y > #=F|H7 % libsafe
35138 5. ZauUZ, strepy B%i7s & Buffer
Overflow %5 Xt Z L9 W BEBDSIEIZD
ANCHIEZ 7 v 27 L, abe—5Eo Ny 77 i+
DRI TVENE I N Ea E—HIcT =
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GCC 12X B ar (LEd-01 LLEDOFE
{b& D _FORTIFY SOURCE=2 ;t\WH A7
3y EMZDHZEICXY, FTREC, EASCT

H 48 (CWE-134) Z i3 2868E B 2 C
W5, 2L, BB TES I TSy
77 aslEe UTHIOBBUZEL, EDRIDR
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73 L B OXLFHE a B —F BEUIE, = Ok
BEI@D 720,

3.2.1.6 RELRO

RELRO (RELocation Read-Only) & i,
ELF O F VB 52887 vay, £
T4 77 VEBOT FL A &8Fd 25 GOT
(Global Offset Table) fiElkz fiAH » BLHIZ
THEY DX T A HERETHS.

BIENA 2 REZOEED RELRO Th 5
Partial RELRO O5A121E, ftAEX A[HETH
5.gotplt B va UK SILD. LIRS T,
Partial RELRO 0541213, GOT ExX#x K
BT D WREMDY B 5 [36].

PEAE A v R DB Full RELRO O3
AT, got.plt 7 v a kR ENT, T—
AT A NSRRI B E 72 5.

3.2.2 Stack-Shield

2000 fEIZH#EZR 172 Stack-Shield[37]1%, 7
07T LA AV X =0T KLU A%
T a =35 a1 T ORI
WThHdH. GCC DRy FLWNIHETRLSIN
TW5[38]. BIEE TIERANCY #—> 7 KL&
DA —ZiEHNIA Y v 7 12 EEETS. B
TR EEE SN ¥ —20 T FL A
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3.2.3 L DOOXRIR

ISR (Instruction Set Randomization) [39] &
L, BEGFOANA T a— REZl/emas Tl x
$iz 52 & T ROP WEBEZLH<Z &EE2WHFT5
i cdH D03, Wk LTV,

Pin[40]1% T, FATRES, FfTa— R&F
%78 % T, RAD (Return Address Defense) [41]
ZIOIAT X IR BN AMER ST 5 [42]. 7=
2L, N7 —< AR EOBSND, ED
%\, ZZ°T, Pin &iX, 07T AOETHE
WAL TV DOWREEITZHY T VT Th
L. Iar T NEFTTLHEE, FIHEOERL
Tfaa— REfATH LT, Tal/ 760
fi#T=° Binary Translation[43] 2179 Z & A3#]
HETH . Pin i, 2005 4R IZiT—f%iz) U —=
SN TS, 2013 (2l TA-32, x86-64 <,
Intel Xeon Phi @7 —F%7 7 F ¥ 1Z%tH LT
%. Linux, Windows, XU, OS X L TH|H
FRETHD.
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