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On the Security of Integration of SELinux Access Permissions

TOSHIHIRO TABATA," KATSUYA SUEYASUtt® and KOUICHI SAKURAIY

SELinux Policy Editor is a configuration tool for SELinux. As a part of its support of con-
figuration, this tool simplifies the configuration of SELinux by integrating configuration items.
However, the integration of configuration items may harm the fine-grained access control of
SELinux. In this paper, we examine the effects of the simplification on access control policy
and report the evaluation of the security about Apache web server.
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Table 1 Integration of permissions for file access.
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Table 2 Integration of permissions for directory access.
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Table 3 Correspondence between macros and integrated

permissions for file access.
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Table 4 Correspondence between macros and integrated
permissions for directory access.
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