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Abstract In order to prevent unintended leakage of private information for smartphone users, developers should
fully disclose what kind of information their applications will obtain from the device. In this study, we focus our
attention on the description of a given application as a means to inform the user of the use of private information.
To investigate the current status of application descriptions in the market, we have developed a framework which
combines code analysis and machine-learning-based document classification for Android applications. As a result
of applying our framework to a sample of 200,000 applications, we found that only 4-35% of the descriptions men-
tion the application’s access to private information. We closely examined the detected applications and identified
the primary reasons why they attempt to access private information without notifying the user.
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1: INPUT

2: p:apermission

3: a:an application (APK)

4: ORIGIN = [Application, App Components, Layout]
5: list = getAU(p) # list of APIs associated with p
6: done =[] # empty list

7:

8: WHILE list is not empty DO

9:  f=list.pop()

10:  IFfisindone:

11: skip the function

12: ENDIF

13:  IF f.parentClass is in ORIGIN:

14: RETURN True

15: ENDIF

16:  IF (f.parentClass inherits Android SDK)
17: AND (f is not init)

18: AND (f is not a static method):

19: list.append(f.parentClass.init)

20:  ELSEIF (fis referred):

21: list.append(f.refFunctions)

22: ENDIF

23:  done.append(f)

24: ENDWHILE

25: RETURN False
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English Chinese

Location | Contact | Camera | Location | Contact | Camera
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English Chinese
Location | Contact | Camera | Location | Contact | Camera
# of total descriptions 783 718 712 923 696 856
# of positive descriptions 76 125 165 25 62 130
# of negative descriptions 707 593 547 898 634 726
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Location| 0.963 0.017 0.015 0.013 0.241 0.154

English | Contact | 0.915 0.033 0.056 0.027 0.218 0.122

ACC FPR FNR

mean std mean std mean std

Camera | 0.921 0.031 0.025 0.020 0.255 0.106

Location| 0.981 0.013 0.007 0.011 0.413 0.341

Chinese | Contact | 0.959 0.022 0.022 0.019 0.220 0.177

Location| 0.961 0.020 0.020 0.017 0.211 0.146

English | Contact | 0.915 0.033 0.056 0.027 0.218 0.122

Camera | 0.924 0.031 0.025 0.020 0.245 0.109

Camera | 0.951 0.025 0.018 0.015 0.220 0.117
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