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Abstract Recently, JavaScript with HTMLS5 is getting popular to be utilized in building
Web site. As a side effect, those technologies can be used to collect information, so called
fingerprint, about hardware of a device such as battery status or screen size. Web server
can collect these kinds of information regardless of the user's agreement. Moreover, our
studies show that we can also collect information that could not be obtained with existing
fingerprinting, e.g., the number of CPU cores, hard disk space and so on. In this paper, we
report that we can collect various information using with HTML5 APIs.
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var pluginlist =", 1, j;
var p = navigator.plugins;
for (i = 0; i < p.length; i++) {
pluginlist += plil.name +
plil.description + plil.filename +
plil.version;
for G = 0; j < plil length; j++) {
pluginlist += plil[j].description +
plil[j].type + plil[j].suffixes;
}
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var RTCPeerConnection =
window.RTCPeerConnection | |
window.webkitRTCPeerConnection | |
window.mozRTCPeerConnection;

if RTCPeerConnection) {
var rtc = new

RTCPeerConnection({liceServers:[1});
if (window.mozRTCPeerConnection)
rtc.createDataChannel(",

10 {reliable:false});

11 | rtc.onicecandidate = function (evt) {

12 if (evt.candidate)

13 console.Jog(evt.candidate.candidate);

14| 5

15 | rte.createOffer(function (offerDesc) {

16 console.log(offerDesc.sdp);

17 rte.setLocalDescription(offerDesc);

18 | |}, function (e) {

19 console.warn("offer failed", e); });

20 | }
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1 | <body>

2 <object id="dlgHelper"

3 CLASSID="clsid:3050f819-98b5-11

4 cf-bb82-00aa00bdceOb" width="0px"

5 height="0px">

6 </object>

7 <script>

8 var fontslist =";

9 for (i = 1; i < dlgHelper.fonts.count;i++) {
10 fontslist += dlgHelper.fonts@) +,';
11 H
12 </script>
13 | </body>
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questQuota(

100000000000000000,

function successCallback(bytes) {

\ hdd_free_space = bytes +'0';

function errorCallback() {

} hdd_free_space = 'failed’;
);
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