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Abstract Nowadays, Web browser is a growing as a platform for applications based on
HTML5 technology. Furthermore, variety of smartphone platforms support web
technology as a foundation of application execution framework. These situations may
lead to a higher importance of forensic investigations on artifacts within the web browser
HTML5 specific attributes as evidences in mobile forensics. In this paper, we
experimented to acquire the memory image within terminal running Windows OS and
extract the webStorage stored data as an evidence of browsing activity. The results of
experiment elucidated the formats of evidences left by webStorage attributes.
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Browser storage type Format origin key value
concatenated | plain, but address
Mozilla Firefox | localStorage string part is inverted plain format | plain format
sessionStorage || JSON format | plain format plain format | plain format
MS Infernet
Explorer localStorage DOM format | not observed plain format | plain format
concafenated
sessionStorage string not observed plain format | UTF-16
concatenated
Google Chrome | localStorage string not observed UTF-16 UTF-16
concatenated
sessionStorage string not observed plain format | UTF-16
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