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Abstract Targeted attacks, a specific type of cyber-attacks targeted to a specific organization,
are recognized as serious social concerns. It has been reported that the attackers are often
activating by using various tools effectively in the several attacking phases. In the previous
work, we have implemented an environment for reproducing targeted-attacks scenarios, which
consists of victim zone and attack zone in order to precisely observe attackers’ behaviors. In
this paper, we implement an interface which support defining attacking scenarios with aim to
reproduce targeted attacks effectively. To define an attacking scenario, at first, our interface
supports defining communications between a C&C server in attack zone and a bot in victim
zone. Secondly, it supports definition of attackers’ behaviors in victim zone. In the last part of
this paper, we describe case studies of targeted attacks and we discuss them.
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Editing internal scenario

Mandiant APT1
Description
APT is believed to be the 2nd Bureau of the People’s Liberation Army (PLA) General Staff Department's (GSD) 3rd

Department, which is most commonly known by its Military Unit Cover Designator (MUCD) as Unit 61398,
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