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An Operation Method of E-mail Systems for Large Scale Organizations

Based on “POP before SMTP” with Minimal Administration

NARIYOSHI YAMAILt KIYOHIKO OKAYAMA,tt NOBUFUMI SHIGETAftt
and TAKUYA MIYASHITA?

In terms of security enhancement for e-mail, a large organization with many divisions often
introduces a mail gateway, which receives all inbound e-mails, then examines and forwards
them to other mail servers in the organization. However, in such an organization, “POP be-
fore SMTP” cannot be used for a legitimate user to send messages with an inner mail server
from outside of the organization. To solve this problem, we propose an operation method that
the mail gateway monitors all POP communication between a user’s terminal and an inner
mail server. Since this method does not require the configurations of either users’ terminals
or inner mail servers, it is easy for the administrators to introduce and maintain this method.
Simulation experiments show that the overhead of the proposed method is small enough for
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practical use.
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Table 1 Result of performance evaluation experiments.
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