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Abstract In recent years, online advertising companies are tracking their visiting viewers
to provide advertisements responding to the user’s browsing history. The common method
of tracking viewers is to use HTTP Cookies. However, recent studies show that the browser
can be identified by its characteristic called browser fingerprint and some companies
started to use it. As an experiment, we launched a website to collect fingerprints which
include ones we newly introduced. In this paper, we describe our fingerprinting website

and report the analysis of collected fingerprints.

— 378 —



1 [EXC®HIZ

A HOpEZEH O Web OFI|HTIX HTTP 7
X —28% Web A M HFE OFAISC1B B 23
JRATOI TV, FRIZ, H =B DINEEER
IR E OITENC RSN R S A EUE T 5,
1TEVS — T4 7 RS Z RS 572 ITHEK
? Web YA MEEWEATENLBI AT > TV,

IR FEIEHEDNRITTH HTTP 7% —I1%58
AETEROE L A H L T Web YA R2356
1795, Wbd, 77—AMN—=FT 41— %
— X B, =R R—=TFT 4 —TvF%—LL T
XBILTW5[18]. Apple @ Safari[1]72E —&B
D7 ZUFTIIRAE DT TA 3> Ofi#% B
BEL T —R =T —TF— 72?72“”%
TZIFANT, o> Web 7779 THEREIC
DY —RR—=TF 4 —TyX—DHELR D AH b“CE%
5. ZDeHOY —RR—=FT 44— yF—DF|H
IR SN S oHDEE R D.

ZDXH7eH, Peter Eckersley (2 0 i fii
BESALAN—IVERT L FDIANRE, 7
TAT VNIRRT TP ORI L D], W
p%, Web Browser Fingerprint ZH| 3
HZEIZEY 94 2% DR HEZH B TXHZEN
REINTE[B]. D%, B OB D98N
T TN,

BEFORICINA, Fx 137 T4 ~—h IP
7R 2R HDD OZEE R 82 M A I8 A
L, Web Browser Fingerprint XL COF| %

TR L2[19]. 2T Web YA REBARRL,

Web Browser Fingerprint O AE1T-> TV
%, RS THEH A~ D Web $A NCOREUE
ZRL, %kHXL?Z

2 Web Browser Fingerprinting

ARETIE, BIEEHEN TS Web
Browser Fmgerprmt SRUTEEDHFFETHIT-IZ
5L 72 Web Browser Fingerprint & O°
Web Browser Fingerprinting ~®O %} |Z->
WTR .

2.1 Web Browser Fingerprint
Web 777 % 5 Web $r—/"~T &2 9%

T —H DN RE .

B, Web H— 345 CT&% Web 7 774D
i A FFEOR LIRS, FFIC, Bk <> Web 770
P OFNHE DR EIZORNDEDEFET. §F
Wz 1 DU EHEAEDEZE D%, Web
Browser Fingerprint &FE5. A3 T, LA
F% Fingerprint CFESRZEET 5. FFEUSLORM
BEDPDAER LT YT 2B, H—DRHEUR
% Fingerprint CFESZELHD.

Web 777973 Web H— 3 ~7 7t ALT-
B2, Web ¥ — 3728 Web 7 70705
Fingerprint % £% Bt 4 517 % %, Web
Browser Fingerprinting &FE55. AGH C Tl
LK% Fingerprinting EFESZEET 5.

Fingerprint |3 Web OJAE FHEEHITEIHIT
FRBEMRDOIED, VAT R— 2GR IERS 112
HRIAS R TW5[21].

2.2 BR7E® Fingerprint 23 2813

Eckersley[3]iZ, Fingerprinting OHF5E%
17\, JavaScript <° Flash 7RE0BERETE
% Fingerprint % W\ T, R HEH D& K%
94.2% — EIZ# Bl CELHZELERLTE.
Eckersley 7% i H L 7= ¢ % &0 12 1%,
UserAgent, HTTP Acept ~v%, 7I7U% D
TITA ) BALS = AT =P AR, 7
4+ >k, HITP 7 v ¥ — Ol O 7] &
Supercookie (ZFIHINDHAN —T D3GR
EDRDD.

Mowery[4]i%, HTML5 ® Canvas API <°
WebGL % A TR miHG A f L, il
fiti S O L L D ZE DD FI i K D
GPU, OS K" Web 7 Z7 O/ A FFE
TEHZEZIRL, 300 fHOY TN ZINE LT
oz hae—(X 5.73 By Tholzbdsd.
%72, Mowery 5[5]i%, JavaScript &V 7=
Ry Fv—2% AT, Web 7TV FOFEE,
08 *° CPU Dl zATvy, £ DRERG RE 7R
LTCWb. Web 777 % OB L TiX
98.2%DHER TR TEHEL TV,

Mulazzani 5[6]i%, JavaScript =2
FHARM AR EL T X, Web 7I7H D
WA EAT o7 22T ORI LT

— 379 —



JavaScript =LV ANIELLEESN TLH)
SR

BEHELORRET N—TTIX, 79T M
RKON=R7 =T KRy T — VI 5 4F
WA OBIEIT > TV, ik
[71(81[9l[15][19] Ci%, CPU D=7 %, GPUL
YEV T DEEE, AT AT T NA RO R,
A7 Ly N RIZR R E 70 EOE RO
REILTW%. Fiz, [8]TiX, Mowery H[5]D
T7a—FLRILELRSNS, JavaScript DEE %
TRAERD/NT p— 2 AZI DR T~ —T D
BRBUZIVE R EHEE L, ENEFFERETD
ZEEM AR ATz, 51, [9]17CiE, CPU i
ik 5 CTd D SSE2 ( Streamlng SIMD
Extensions 2) DxtEOF #EZL5 CPU 77—
F 77 F v DHEMNZALEIL TS,

3 Web Browser Fingerprint f£ExH 1+

EHELOMET L —TFTIE, MEIEAL
TR ZE T, IR DON—R =T RT T
FICEAT L HRERIT 5 Web A1
http://www.saitolab.org/fingerprint/ ( LA &
Fingerprint £ EU A REMES) 2306 BT
Fingerprint ONEZIT->TWA. FIIHE LS
DY ANTEIS 72 Fingerprint ki‘/l\ﬂt"
— MR T HIENTED. Fo, BRF T
BINDERIZR A AT R E A (AR J%ffé
FEREb A T2.

AHi Tl Fingerprint 81 M COEET
12— T DR RIS DV TR 5.

3.1 £@Ron—

Fingerprint £ECAMOEE(LL T, £RHL
Tr—b)) M 1IZIVEBT S, M1 D Web
777 %E Web H— SO SO JF L E
BREEIEEEZRL, AR O HIT M
BatEb7avy XHR (XMLHttpRequest) (22X
LHEEERT.

(D) FIAEDBRBBAGBRY 2 T3 5L
Fingerprint ZH:H 325 X—T DU/ 2
RS Web $r— 3 ~EfG3i5.

(2) Web H— NZ(D)DV7 T ANIE DL

TOFE#RET —H_R—AURATFT 5.

- 3.2 HIllT R T RS

- T EBIHO HTTP 7> % —
UID &FE5)

RS 7]

DDV7 AN ZyWkEIH O HTTP

7% — PFAELIRWG AT H IS4k L

T —EX=RIRAFT D, Fe, TIUH

IZHERfFESES. Zo UID, IXFRC 770

IOAEERNET 7B RN ST BN E DT

IR AL — DT T NS0T 7 EAT

bHZl%, WD DRI 5.

(3) Web ¥— 3% Fingerprint TR o
—VEEEFETL. Z2oX—TCiX
JavaScript & Flash %Zﬂ AU TR R %
BRI, 215 T DB N TR STV,
F72, (DTH— NS0T D RS D
ST et —% £ DO TR T DAL
ZRSEIN Uy (I QAYR

(4) Web 77741% 3.2 BRI SR D—

HAERELL, Web — S~ XHR #F|HL
TiEFET5. Web — NI 5 LT R
ROMEEY — DR L T —H X — R
RFET 5.
TZIEL, N—R T AR DREERERV T
v a2l —MpEE G35 JavaScript O
BAEIFERIMIBIS THHDO T, BHIFD
AUHDALBNRIRF I ATV TLES. BREL
DT AW EL KT, BIK
ANZER T 5912 TS,

(5) Web 777H1% 3.2 HilR 4 Um0
D& (4) LRIERIZ Web Y — S <4155 5.
() &BG)D 2 [FNZ/3 T THE R ZRIE T 28
HiX, R o#ns CPU XU F~—27
(Z_—=U D ACON LR E LTI 1 ¥
SN ETY, BIDTE T LI R EUR I
DNTIET —F =R TEDLLIIC
T DD THS.

6) Web #— RN {Z 5 — XX — 2105
Fingerprint Z &/ HL, HFHER O
heb—ZE R 3 5.

(7) Web #—/MF(6) CRIA L= bt —&

(LR

— 380 —



FEH 7= Fingerprint ##5{Z9%. Web 7
TUPIIZE LB RERTT5.

¢

¢ (3)
1 Fingerprint fEEYA MO 72—

IIIIIS4I)IIII>
(5)

lllllllllll>

PR 1)

WebJZ 594

3.2 FRWMIDEHHR

Fingerprint £:HUH A N CEECT DR 8R %

Y
BHR7O0—0Q)TRIY 555 =

Accept Encoding <° User Agent 72U 7
TAMIEENSTRTO HTTP ~v &
OS Fingerprinting O 5

pOf[14]ZF]H L CERET 5.

77—V IP 7RVA

VE—FR— &5

BRHRoOO—04)TRIRY 5554 =

User Agent

JavaScript @ navigator.userAgent 75
PR 2.

2—JI VAN — ORI H O R E

Ty al AN —V ORI O R
SRDHAA LS — L FRIE

JavaScript @ Date().getTimezoneOff
setOMBERET 5.

AAN=IAE IR T T T A D—E
navigator.plugins NHEIT 5. 7574
DL, L, N—=Tar Ty A VL N
BRICx5.

A AN HT D'

Flash 2% CT&5¥A1% Action Script
@ Font.enumerateFonts TEHLT 5. i
FITEAF U727 4> N ARDIEFIZ R ED I
72737278 Flash Player 14(2014 4 6 H

— 381 —

V=) I — RS AE R IR D LI
72-72[20]. Flash 2F|H CT&7eWiGE,
Internet Explorer Ti& JavaScript @
dlgHelper. fonts TEHA FIRETHS.
TEH T A
JavaScript @ screen.width , screen.
height & screen.colorDepth 7> HEHT 5.
F7, Flash ZF| 3 %Z& T Linux B5i T
X7 27 VE=F THAHNENOHE T
Z25.
RIEES
screen.orientation 7 OEET 5. D7 H
NTATBEEE LS TS T, Xva
LI 4 R DT DB D, Firefox DY
4% mozOrientation, Internet Explorer
D356 1% msOrientation CTERELTE 5.

FINA AL 7BV
window.devicePixelRatio 7HERELTE 5.
A —R7 4TI ZOEI T L
5. TAIN T DT TUHTIL Web ~—
HARA— LT HZEZINZDEN LT 5.
A DS T HERE D A
Hx O v —7 R [15]19] L7
touch AU MR T 5 5 1ETHRIUT 2.
SSE2 iS04
Tex O —T 919 L7z,
JavaScript OFFHERELZFIHT L%
A3 5. T}Téﬂﬁlﬁ‘éfﬁ % SSE2 iﬂl‘?\@ﬁﬁ
TIEZRL, FHREBERAERTHS. FHERER
1% SSE2 @xﬂi@ﬁ?ﬂ%@%&f if£<, 7o
PROEDN =g Nl THERAZEN
Fingerprint O34 HH B LTZ.
N TV—=AT —H A
JavaScript ® navigator.battery 7 HERHL
ERAY

INRTFURTDIEER R
Tex ORFgEs —T 03 E% (151191 L7,
Quota Management API ZF|H 325 5=
TR 5.
TITAX—K IP 7RLATRINTND
WebRTC ZFI|HL7= FiE[16][19] TEEELT
5.



= MediaStreamTrack Device ID
JavaScript @ MediaStreamTrack.get
Sources) CTHUfF CEDHATRO~AV72ED
iRl TdHD.

» 7Ly a2l —h
Fex oW N—T R E5][19] L7z,
Animation Timing API Z%| 455 T
PRHT 5.

" AR ET— SOREZ D7

* Canvas Fingerprinting O 5
Mowery 5[4]ick->TiRES7- Canvas
Fingerprinting O AT 5.

FER7O0—0(6) TRINT 24545

= CPU XU F~—7DfER
Tx O TNV —THRRET9L 72
Web Workers %] L7z CPU X F~—
7 DfEREZBRIT 5.

4  {RERLT= Fingerprint D547

4.1 T—Htvk

2013 /£ 12 H 6 A7°5 2014 48 H 14 H
DT 1767 8D Fingerprint ZIXEEL7-.
ZOEIZITERI7 v — D (5) TERILT % CPU X
VI —IRETLTWRNLDOLEEN, &
UBFRWE T 1667 EThH 5.

IAEL T2 7 ZiE 654 {0 UID 236 &
5. UID IR FZFR 5720127 70
\RAF LT CTHDHD T, Hx 654 DT
TPNDT I EANGD ST ZEN 31D, DD
266 &> UID 2S8R0 7 72 A3, |
WD EFY 1767 D Fingerprint I E T
7. [Al— UID T DOTREN D I % DERH
FTOHFPIHREDOLDIF 181 H TH-7-. 30
HELEobold 33 fl, 7 HEL EoObold 129
i chH-o7-.

4.2 fiToz e —D R HIZB VT,
T NVOEMEER T2 UID BLW
Fingerprint 73— 547 /WL 1 2Lhv
»hL7z. ZZT® Fingerprint &1, KL T
7~ 9 Fingerprint O, [A—i R THERIT &
\ MBS 2725, OS Fingerprinting OfE 5, U
ET—MR—FET, Ny TV—AT—HX, N—F

TAATDZREEF R, V7byal—h, ke
P —ROEFR D7, GPU X F~v—7DOfE R
& CPU XU F~—I %R D THD. £D
fif R, T — DR HICHE T T
DT 1228 L7257z

T2y NIEENLT TV OEIGEFR 1
\ZRT. 72, 2% LT StatCounter[17]2°
T LR O B R A TCOTITTFD
L7 HiL# T 5. Fingerprint £RECA A
ETEIGN RN, ZROHORKFEL T,
Fingerprint E:E A ROF|HE DY CS 52D
HERZ D IFIZHEEDBH D N R-> TWAT2D
ThHEEZBND.

£ 1 F—FEyMEENETIVF ORI

Web Fingerprint StatCounter StatCounter

7o BT AR Japan Global
Chrome 36.8% 22.3% 37.5%
Firefox 25.8% 11.3% 14.0%
Internet 22.7% 34.1% 16.5%
Explorer

Safari 3.2% 7.9% 7.5%
iPhone 3.1% 12.7% 5.3%
Android 1.5% 7.7% 7.1%

42 TohOE—

Fingerprint £:HUHA N CUEE L 7= RS D
TR =& 2 [TRT.

32 Hi Tk R A DL, OS
Fingerprint , Canvas Fingerprint |,
MediaStreamTrack Device ID } OVE & D
mE1%, Fingerprint BHCHA MHEX % IZEREL
EIRD IS CTHHDTH 7 7 VK
LN TELT, T b —OFEDBITR
FhL7=. RO EEY, Fingerprint DU
BEEFICITA S AN L E R T 2 bO— BT
—h&EN T o723, 3.2 Hi C/RLZEY,
Flash Player ®/N— a7 IO Bt
TELT AN —hF I LI, [8] T
X7 4 MONEFICH R LD N BN HZ L
G, TRILT=7 4 MONEFH & D T L T
WHS, ZOREEIZIONER O FEi 3 E 2 hl
S Ip ol ZDIZD, VY —FRIH TR
RECER I L 7= 7 vy —hL, = hat
—ZE LR R bR LTz

— 382 —



# 2 D21 [HOFHER I, & 2 © 21 fHD
R (A A= VR T U MIRY — D
L) 22 CHALZSE SO hae —
Thbd. “18 EORHEA L 21 B ORFEEND
4.3 i CIR RDENI L D0 WRFE A FRV
7LD THD.

#F 2 BHMEOT o —

R = hat’— (bits)

AVANIGE R T T T A
FIA_—FIP TRLX
UserAgent (JavaScript)

ALV AN VAE T F R

AV AN—VIEFHT AR (I —h)

7.964657991
7.003398756
6.817763926
6.696629821
6.518295724

UserAgent (HTTP ~»4) 6.512903442
Za—s9L IP TR A 6.274712808
V] T A P 4.014056591
HTTP Accept Language 2.694879647
SSE 7%} 2.493140583
HTTP Accept 1.895420708
FRAAE BV 1.445992639
HTTP Accept Encoding 1.298092836
HTTP Origin 1.014699729
HTTP Connection 0.845162779
BA LS — 0.404506546
2y TR DA & 0.401490172

HTTP Accept Charset
T— VAR — VR A
NN ENS N7l i

0.156397479
0.124714106
0.105312710

HTTP Referer 0.031604031
HTTP 7% —FIH v 0
21 EDEFHE 10.15272696

18 DO E (FTAX—NTa— 1

IP LT 5T A % D7) 8479666018

4.3 Fingerprint DHEF%

AFITIREIC UID 8 >¥ > 7 v g d
HZEIZED, BRI ORI Fr R O fE D
AL EBET 5.

WD), QRAE =7 2 DOV T INdH,

ZD 2 DOV T IVORHEE OEN T 5
ElHEFSITRT. 22T, XITNEL =2
TNOEEERL, BRUIIATI OV T iz
%75 UID ~DELTHS.

X1, Xy €EX

UCx) = Ulxy) W

# 3 OWIIIROXEERT 5. B TIZA
HELTOY TN LI A2k T . %
72,n=123,..79%.

ty < |T(xn) - T(xn+1)| S thyr (2)
Bz X, £ 3 OWIMA 0~1(t; =0,t; =1)D
e, 2 DOV NVERAGUIZRFZI D7D 0
HIWREL 1 BURNTHAHZEEFRT .

18] {7 OO A7) X, [ [ % (Flash) & OY
WebRTC Device ID XD R S S ER B B 4A
FE DS B2 BT TNV T 5.

30D, WEET 5 2 DD T VO
AO7EN 1 B LN THIUZE DFFEUEHEW
—HRERY, WIS RLRDIZON—EENR
KT T 2EmBHLES05. [BlIck N THA
VAN NWERTTTA TR haE— 0
FWRFEUR THHEZILTWD D, BEG 14
AU BT 58 8 HILL oY7L CfEn
ZAEL TS, DFED, FES 14 H L. B
LTI RK a3 o856, AV AN—/VE
7%7077 A% Fingerprint (& ®H5HE 8 E|LL

SRR DB T E AN EERD. A AN
/Wﬁ%ﬁ FTAAINN—=Tar Ty 7T M Thiu
5728, B ORI ENELLRL T VDT
BRIAD 14 H LI ERGE L7 Fingerprint &t
B 555, ZOFFEUR% Fingerprint (21X
R, AL T WA= e R SR ETE
PRONCLI T2 BN DS, £, T TAX—h
IP 7RL AL m— )L IP TRLUAE 1 HEL R
BT DL EENEILLTTE1D, Zh
5% Fingerprint (ZIZE S22 ED 00D,

# 2 L5 31T 21 RN T T AN
—hKIP 7RV AR, Za— 3L [P TRUA R O
VAN AR IR T T T A RO 18 B D FRFE
RO hae—E RO —BERGFLHE L T
W5, 21 HOREREEST- GV bm

E—TIiFH5600, JVEWHIRTEIDH)
TR —EH LTS,

AalD4 iz kD Fingerprint TR a5k
BT H5E, IO B 202050 Tk
BN W DR R O el G E N 232
ZEDVHIALT.

— 383 —



4.4 L UID #HD2TZ04

Fingerprint D737 HHIZBLIRZRVBLSR 2 %8
LD THET 5.

HTTP 7o —I37 70 F T LTI L TR
FENDHDT, FLHRRIZEE DT TT Y DMF
fELTH HTTP o —pFshbieiiim
1372\ . Fingerprint £REUCH AN CUEEL 7=
Fingerprint [ U UID Z£F>% > 7L, [H
CANE DT TIPS D THho7z.
4L, Internet Explorer & Firefox 75
BERSh o7 AREC UID ZR27—A
21Tz,

BB 7T MREC UID 2 FF SRR ELT,
User Agent DMAZESILTWDEHEAMNE DI
%73, Firefox TOHXFSL TS APT 24
U CEEUT 2RSS Firefox 24 F 5777
P CIEERELTE, Internet Explorer %44 %5
TP CIBRIUTE W E D mhb User
Agent DIEZEDRIK TII2 WL 7=, UID
ZFHTIAL—LIZHELBE LRG0, &b
H X728 &L C, — i Internet Explorer T
Fingerprint £ Bt A FZ FIl HH L 72 1% 2
Firefox T Internet Explorer O7 —X %A
R—=RLTIZGENEZND. TTUTFDA LA
N VB2 8N, DT T INST v~ —7
RE DT —BEFHIATLZENTEDLN, 2Dk
= HTTP 7% —bBID7 T0 W IND et il #
FIRTHIENTED. 2OV T NVITEDIS
BERE CRIESNT-H DO THLHEEZHND.

5 F&H

A5 Tl Fingerprint £8 B M CEREL
TODRHER E B I 7 v — 23 B LTz, E7z, I
£ L7- Fingerprint 25335281240, Wik
Z B HERIZ WD N ERFEUR N D ek
RPN ISC TR L T 528 % RLT-.

AR HTIZE OHHIENTE /) -T=, CPU
N F v =7 DOFERS HDD ZE& K &2 E D5y
Mrixs % oMETHS. £, 41N%, 2L
SIS S = SV AN R L > A
E1235%% 1L Ch Fingerprint 23— 5ZL%
IRUTEW, BIZIE T F T A DAN—T a3

B PICE T 570 8 — F R AR L EE
vhabt =% EEE L HEOERLS %O
BThD.

6 SEXM

[1] http://www.apple.com/jp/safari/

[2] http://samy.pl/evercookie/

[3] P. Eckersley, How Unique is Your Web
Browser? In Proc.
Technologies Symposium (2010), LNCS vol.
6205

[4] K. Mowery and H. Shacham.
Perfect:  Fingerprinting
HTML5." Web 2.0 Security and Privacy
(W2SP). May 2012

[5] K. Mowery, D. Bogenreif, S. Yilek, and H.

Shacham, Fingerprinting Information in

Privacy Enhancing

"Pixel

Canvas 1n

JavaScript Implementations, In Web 2.0
Security and Privacy, 2011

[6] M. Mulazzani, P. Reschl and M. Huber, M.
Leithner, S. Schrittwieser and E. Weippl,
Fast and Reliable Browser Identification
with JavaScript Engine Fingerprinting, in
Web 2.0 Workshop on Security and Privacy
(W2SP), 2013

(7] 2BRETT, TEREZE, Web 1TEBBRO 720 D
N=RU =T REEUR ORI, 2013 1S L1
X2V TR MR ELE pT72-77

[8] ZABIFE], thAkIE1T, B HE31E, JavaScript
Ny Fv—r& Wiz CPU #EE FIEOREL
F2dk, 5 75 [RIE WA S AE KRS AR
HE 3-611, 3-612

(9] A AE[EHE, tRRIsTT, FEAkZRE, CPU fLikm
TOREDFMEZLD CPU 7 —F77F ¥ D
HEW, 55 75 (B MALBR P 2 E RS AR
4 3-613, 3-614

[10] https://www.ghostery.com/ja/

[11] http://fingerprint.pet-portal.eu/?menu=6

[12] https://www.torproject.org/projects/torbro
wser.html.en

[13] http://www.saitolab.org/fingerprint/

[14] http://lcamtuf.coredump.cx/p0Of3/

—384—



(15] = 2 ML, B4R b, M A EOEE, 75 R 2,
HTML5 APTIZ XY BUfS rlREZR T /A A1 ik
AR Ui ARG FiE O R & F24E, 55 76 [A]
TH WAL B 5 2 4 [ RS i am SCER 3-651,
3-652

[16] http:/met.ipcalf.com/

[17] http://gs.statcounter.com/

2%, 2014 WL bEx 20T 0ARYY
LHEEAE p.9
[20] http://helpx.adobe.com/flash-
player/release-
note/fp_14_air_14_release_notes.html
[21] G. Acar, M. Juarez, N. Nikiforakis, C. Diaz,
S. Gilrses, F. Piessens, and B. Preneel,

[18] Tk, ~ A%V 7 TCPAP [E#Ex=U7 FPDetective: dusting the web for

A, A —Ft, 2013 fingerprinters, in ACM  SIGSAC
[19] 75 k=6, B 2k, filZE R, Web Browser Conference on Computer &

Fingerprinting (2B 3298l T — Communications Security, 2013

£ 3 [Fl— UID oY 7B B8R HO—BER (— B 7T0%LL 3B REK AL T D)

] 0~1 1~7 7~14 14~21 21~28 28~35 35~42 42~49 49~
AVAN—IERT TT A 94.39%  80.07%  72.54%  16.69%  7.37%  11.61%  20.86% 15.56%  4.97%
TIAR—FIP TRLA 95.42%  53.12%  44.83%  35.92% 36.97% 18.98%  28.78%  31.11%  11.18%
JavaScript UserAgent 94.81%  90.22%  87.02%  73.12%  59.35%  34.56%  28.06%  24.44% = 2.48%
AV AN IE BT F Lk 96.54%  90.71%  89.84%  82.42%  79.89%  70.54%  68.35%  55.56% = 72.05%
/(r;_x:;/ VEHT A 96.54%  91.62% 91.28% 88.53% 88.81%  86.40%  76.25%  60.00% = 72.04%
HTTP UserAgent 94.68%  89.79%  87.02%  73.50% 59.35%  34.56%  30.22%  24.44% = 4.35%
7a—s3 L IP 7 RL A 94.62%  42.18%  34.44%  28.54% 12.32% 13.88%  20.86%  31.11%  9.94%
TER] T A 97.95%  94.38%  92.61% 92.36% 91.78%  91.78%  92.81% 84.44% 82.61%
HTTP Accept Language 98.22%  99.76%  99.64%  99.75%  99.72%  98.30% 100.00% 100.00% 100.00%
SSE 7%k 99.79% 100.00% 99.94%  99.87% 100.00% 99.72%  99.28%  97.78%  73.91%
HTTP Accept 96.97%  99.76%  99.58%  99.75%  99.72%  98.02% 100.00% 100.00% 96.89%
FRARE 7RIV 98.43%  99.82%  99.22%  96.05%  96.03%  92.92%  86.33% 66.67%  68.94%
HTTP Accept Encoding 97.66%  98.04%  99.52%  99.36%  99.58%  98.30% 100.00% 100.00% 100.00%
HTTP Origin 98.27% 100.00% 100.00% 100.00% 100.00% 99.72% 100.00% 100.00% 100.00%
HTTP Connection 97.53%  99.88%  99.82%  99.87%  99.86%  99.15% 100.00% 100.00% 100.00%
BALS — 99.97% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
ST HERE 99.95% 100.00% 99.82%  99.87% 100.00% 100.00% 100.00% 100.00% 100.00%
HTTP Accept Charset 98.64%  99.63%  99.82%  99.87%  99.86%  99.15% 100.00% 100.00% 100.00%
T—HL AR — 99.68%  99.88% 100.00% 100.00% 100.00% 99.72% 100.00% 100.00% 100.00%
tyar AN —Y 99.73% 100.00% 100.00% 100.00% 100.00% 99.72% 100.00% 100.00% 100.00%
HTTP Referer 99.79%  99.14%  99.58%  99.62%  99.86%  99.15% 100.00% 100.00% 100.00%
HTTP 7% — 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
21 fHDOFHER 85.41%  15.22%  7.39% 2.67% 0.84% 0.0% 0.0% 2.22% 0.0%
18 {HDFHER 92.28%  85.94%  86.59% 82.16% 83.71%  76.48% 61.87%  22.22%  32.29%
Ll L7 DR D% 3758 1636 1664 785 706 353 139 45 161
T [ D 18] & 99.72%  99.68%  99.91% 100.00% 100.00%
Lt L i DD 3249 1290 1172 351 28 0 0 0 0
i A% % (Flash) 97.46%  93.26% 91.86% 91.45% 88.88% 100.00%
el L2 DR D% 3355 1367 1316 433 171 1 0 0 0
WebRTC Device ID 98.71%  99.61%  99.74% 100.00% 100.00%
ekt L7 DR D% 3259 1296 1172 351 28 0 0 0 0
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