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Abstract In this paper, we analyze DDoS attack called DNS Water Torture that our DNS
honeypots observed. This attack prevents the service of name servers (both authoritative
name servers that have the authority of the domains and caching name servers that conduct
recursive name resolutions) by requesting a large amount of FQDNs belonging to specific
domains. Since this kind of attacks is not well studied or reported, it is expected to develop
countermeasures by understanding the trends and characteristics through this study.
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