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Abstract The number of malware on the Android OS is increasing rapidly. Unlike Windows malware,
most of Android malware attempts to infect devices by disguising itself as a benign application and
inducing users to install it. However, versatile infection process patterns are increasing. In fact both
types of malware that attempt to infect the Android through Windows PC, and the one of the reverse
direction exist. In this paper, we propose a method of identifying the traffic arising from the Android

devices by using TCP/IP header information. By applying this method to the Darknet, we analyzed
scanning activity of the Android devices.
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