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Abstract Connection requests to Darknet are due to computer virus infection activities or
network scanning via stepping stones. Various studies on Darknet monitoring have been carried
out for that aims to effective security measure by analyzing these activities. But on the target
side equipments of the attack or scan, it is difficult to determine the connection via stepping
stones. In this study, a method will be proposed to detect the connection via a stepping stone, by
compare a response time of TCP connection request and active scan to source address. Proposed
method will be evaluated by the result of experiments on real Darknet.
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