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Abstract Reflector attacks, which leverage UDP-based services that reply to queries without requiring
prior connection establishment, are becoming increasingly serious threats. It has been reported that
adversaries who intend to employ large-scale reflector attacks perform probing bandwidth amplifiers as an
initial setup of the attack. This work focuses on such probing activities. We aim to classify organizations
or tools that perform such probing by analyzing one-way traffic from senders. Such classification enables
us to extract actual attack threats because it can eliminate potential noises generated by legitimate probing
employed by organizations such as research institutes. Because UDP headers has fewer information,
compared to TCP headers, we develop a method that extracts intrinsic characteristics by analyzing
protocols of services that are used for reflector attacks. We report our analysis results using traffic

collected from both darknet and campus network.
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Brbc /20 7 F L AZRICHA S NG 5 — 7 % v
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J Z & I-Blocklist [9] 23HAADORRA 22l IP 7
FLZDY A +% WEB ETRALT»26DTH
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# 1: fifH L 7= Blocklist

List name [ Number of IPs [ Description
Levell 787849409 | Companies or organizations who are clearly involved with trying to stop filesharing.
Level2 355564796 | General corporate ranges. Ranges used by labs or researchers. Proxies.
Level3 119630195 | Many portal-type websites.
Edu 235111433 | Contains all known Educational Institutions.

£3: F—2rFvy MBI 7ult alBEo Ty
PGB LR R BB

Jarar [ F-TES [Ty IR AR
DNS 53 6,054,644 1,047
NTP 123 1,570,929 301

SNMP 161 1,571,592 154
Chargen 19 2,544,263 289
Netbios 137 1,188,110 1,129

4 XX URARFy FPY=2IBIIEZ e tan
Oy FEE XOR A ML

Turav | F—F&S [ 7y FH | FATK
DNS 53 33,507,847 | 76,871
NTP 123 2,257,449 1,352
SNMP 161 5,038,533 782
Chargen 19 5,641,617 185
Netbios 137 167,547 1,584
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X 2: Blocklist & D2 v F v JHEHR.

F DG & BT L 7245, — D DR A P37 VA
¥y &2{r>7bdD (Single Scanner) (%, 53 &
A= My bES72 1047 A P D, 156 F
ALHDBZEBbrotk, £, ¥—7%v FTIU,
EEDOBANDBHAL TAX v v 221 TL %iE
(Coordinated Scan) bR L 7z, Z#UE, AF¥ v v
PR D 3 H0P, SUdefll TO IP R—2D 71y 7
ZhE#EdT 27200 bDEFHEZ 5N S, Coordinated
Scan OFHE L LT, FUKBHIZ[E—D Prefix D% v
FO—=T ey PN BEZE, AL
DTy b DNy F—ERBZNZERLL T
LIEREVRETONDG, I6ICTD X)) BFHEE
FOBEBICEH LA L E, W 2pDEE Y —
I 65 2 EDbdoTz, Coordinated Scan D
WERY — v DOl 2% 51T T,

F72, Prefix TEICT7 NV AF Yy Z2fToT05HD
ZHH L, REITLH A P DL LD D2 Dip
\F, R5DMEARY—v LS LbbEbDEEE
RS, o bR R DS D57:180.76.4.0/24 %
FE D Baidu [11] ® IP TH D, 4 H¥hf2 6 7H
ZHFTAR R MM IP 2 L, KRB R 2
FrvafroTek, MERSRY—Y206DI1F, &

# 5: Coordinated Scan D#{E /3% — >/ 474H,
RY = [ )

RNE—1 ZNTNDFRAFD%EE TP Z 5H L
TAX Y V%7,
FTRTCDFANDBTINV ATy, £
FZIUSIEVR S DRITH
HERHEDTANDANR I VAT ¥ v
2P, fho R A b gD IP 1cxf
LTA¥ ¥ 2119

W=V 2

NF—v3

7% 6: Coordinated Scan %17 7z IP Prefix (/24).

Prefix [ AR STy P& WENT—
180.76.Xx.0/24 228 143,278 Ny =1
184‘105.XX.0/24 18 192,887 Ny —3
74.82.xx.0/24 15 455,732 INF—V 2
89.248.xx.0/24 12 70,015 NFZ—3
93.174.xx.0/24 10 65,201 Ny —23
80.82.xx.0/24 9 56,307 Ny —23
93.174.xx.0/24 8 63,079 Ny —23
94.102.XX.0/24 8 109,051 Ny —22

A MMBIZ~y = [FRE DI E LS TAF v v
T C0ARFRRZIT o N, £/, F—V
3DLDIZ, Y= 2DIRED S, BTy —
V1IDHEHEIDA X v Iy 7 b LT AR —
MR T E 72,

52 7a4H—=7Y>Y D

A BTRAREHET7 4 =) v 2L
TR ERT, =7 2y P EF XU RRY P —
JDWET =8 DT TV r—varv~y FeilL,
WE AP R N b DR M T 5. % 71X DNS,
NTP, SNMP ® 35D 71 b a)Lic owTiiL
PF2RAN74 =7V b 2ELddbDTHS.
70 b aLHO T OFEINTH S 1L TWw» 2 8F X, 47
MORRELZET7 4=V FOEEEL TS,

F72, AX Y —)ELTHISN TS Nmap,
Zmap, Metasplot D 3 DD Y — LI DWW TOEE T —
YR LI A, ZNEFNOT SV r—>av
~y FIEBOEBRS Nt d, 74T —=T7Y
VEFOREREES LbbE, ZOME, ¥—7 %y
MZREREE ORI, NS 3D2DAF Y —
NEFHLZE BN 2ERZ RO 25 2 L3 TE
7o, AX Y=V E2RETE R 27 bDICEL
TH, SO THEZEDMTY —LDa— Fps
HEINTVIHELEIND,

XoILZD74 A=V MDY, =T %
MZBWTHEREERDOY 7L 7 ¥ —K8 £ TRk
L7z &9 g bR &7, HlZ1E DNSIZE W
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T, RD 74 =V FH 1 Db DL, DNS Ok
(recursive) ZERKT2HDTHY, A=Y VL
NORBVPHETH S, £7 NTP IZEWT, VN
74— F550,1,2DbDIE NTP O\ an—2 3 ¥
ZH-7bDTHD, Mode 74— IV ED6RT7D
b DIFEHE DN, BLEHREITH T 5)I5%
DT =¥ BHRKE WO, DDoS WBICHITH %
ZEDVHIENT WS,

RIZ, DNS Db FAL VIZEHL 77 =
V74 A=) PORRERT, =2 %y b
IR FAA v E R THBIENRD S X 7 4
A=)V N EFAKTH DD, T T4 U —
7V Y ML TIE, FAMKEATy M ZENRE
B L Totrz1T9.

ZIT, ¥—27%v F®DDNSDOfHwHbE R X
AT EE, FAL OB EbEiE
22t 9 % b @ (Variable Domain) fF{ET % Z &
D330t AT BETIE TRLL RV D R XA >
T, ZLotEFIEHAMARIP 7 RV R, 2V Lk
BTl ER4TH B, D Variable Domain % fifi
T a7dls, BTDOFXAL 2”7 (Fy ) TK
Tn, EiL_V XA vEBET D REER KR
L, ETDF/ —F23 10 LA LIc3d %88 —
v % Variable Domain & A% ¢ Fikz & o7, Z
T X D, Variable Domain OZALT 25850 % 7«7
TRAV7L, A= —=VDFRAAf v ERBT L
WTE S,

BFAMBUCERH LIz 2 74 =7V v b D
RBELSIC, Ay MICHERH L2 ) 74 v —
TVY FDORRELRIIRY, 7274 =T
VY FOFEFREDNS Y 7Ly a v KBTI HVS
NHMHEDE R AL DY R b+ [12] (LA Domain
BL) LS LdbbtE, SHICFXAL VD6 AF Y
Y= NVOHIbATo 7, ZDOFEER, hiI s FX
AVDIFEAEDS, Domain BLDHDE—FL 7=,
7272 L, % ®HiZiE” dnsscan.shadowserver.org” 72
E, WS 5 DR IC X 2 ¥ — XA HIND A
XY THIIDLEENT WS, £, Domain
BL 12 £ 720> o 727 % . w.shifen.com” &9 F X
4 Vi, 41 FTE KL 7 Baidu 2> 6 Db
FXL v ERSTWE, RAMEE Ty MO
HIZOWTHT52 LT, T TERDL-o
TeR XA v 2b )~/ THT 22 LIcb L 7.

%12, Chargen & Netbios B L T —2 % v
t DS T — & B fENT L 7R, v — L E2 R TE
72b0EE 10RY. 7a b aLio T ofFNT
o TR HTE, IMONRELZ7 4 —VF
DEEHRL TS,

% 10: Chargen & Netbios D7 4 ¥ —7"1) » |,

Protocol [ Fields [ Hosts [ Tool
Chargen Data = 47:45:54:20:.. 9 | Zmap

(1) Data = NULL 19 | Nmap
Netbios ID = 0x80f0 17 | Nmap

(2) flag = 0x0000 811 | Metasploit

# 11 WIEGHRE S A~ D8,
5a5ED TP B 10 KD S D,
Legitimate Tld7% <, %> Blocklist ®
IP =KLV 74 =TV
ML DY —_AREHW LD,
Scan Legitimate TH 7% {, Survey T D
28

Legitimate
Survey

5.3 IBIEREREEDOAR

INFTCOFEEZHCT, ¥—I 2y bEFr v
NRAZY b7 = NBEZTOLFA M2, —_4
G K B A ¥ v v (Survey) ZfTo7c R A, ¥ —
RAJEE TR OEER A ¥ » ~ (Scan) Z1T-7:
FA L, A% v TldeWidfE (Legitimate) 217>
TR A LD 3O LT, FEAEOFEME SR 11
IR,

WE oA L, 53 % (DNS) F— Mz 7y + %
REELLFA bOARBITOXNRE T2, EHTOHIR
X, =7 %y MI 201441 H 1 H» 6 2014 4 7
H31HD 77 A, ¥* > 2%y b7 =21k 7H
25 H&WEH D 8 Wi 5 20 RiE T E L, ¥—
7%y bEX v YRR %y b T — 7 OME DR
RE2X 3, 4187, 7B, ¥—7%v MTBWVT,
Legitmate IZFH¥4$ % HF A FiE "Other” &)«
Wz w7z,

K 3&b, ¥=—27%y MIBWT, k4 ik
29 —_XAHWNDF A L DEEEL, BLZF
B SRHHIC X > T 9 HILL B2 — x4 HIND &
AFTHot., £ID7 5712y, 4 Hbfhs
7 B2 CTAN L 72 Baidu 20 5 OfE b KL X
nTws, M4kh, ¥vv A%y b7—=7Tl&
Legitimate Z@fE 2179 A& F 3K %2 HdHTWw»
L2005, i, =7 v P OBEICHER,
Survey X9 % Scan DEIGVIREL B> TW 5,
g, FHEHFTHLEF v RR Y P U= D
90, WEBEONRIZEDPT WD T Rwa e
HETE D,
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#FT

A N7 4V H =7 Vb,

Protocol | Fields [ Darknet | Campus | Odds ratio | 95% CI [ P-value | Note [ Tool
Flag = NULL 38 4 723.72 257.82 - 2031.54 <0.001
QR =1 13 16 60.39 28.98 - 125.87 <0.001 Massage is not response
Opcode = 10 28 2 1056.10 251.25 - 4439.14 <0.001 Zmap
AA =1 34 27 95.52 57.42 - 158.92 <0.001 | Server is an authority for domain | Zmap
DNS RD =1 958 4765 162.89 130.83 - 202.8 <0.001 Do query recursively Nmap, Metasploit
(9) RA =1 11 12 68.01 29.94 - 154.47 <0.001 Server can do recursive queries
Z=0 959 45827 7.38 5.93 - 9.19 <0.001 Nmap, Metasploit
Z=2 43 8 411.49 192.98 - 877.45 <0.001 Zmap
Rcode =7 11 1 816.19 105.28 - 6327.61 <0.001 A resource record set exists that
should not
ID = 0x4567 76 115 52.24 38.83 - 70.28 <0.001 Zmap
ID = 0x0000 49 164 22.96 16.59 - 31.79 <0.001 Nmap
Flag = NULL 14 24 1.38 - 5.28 0.03
VN =0 27 1 18.01 - 983.84 <0.001 Zmap
VN =1 28 6 9.44 - 56.1 <0.001
VN = 2 187 372 3.33 - 5.61 <0.001
Mode = 6 23 17 3.43 - 12.32 <0.001 NTP control message
Mode = 7 188 351 3.65 - 6.17 <0.001 Reserved for privateuse Zmap
NTP Stratum = NULL 231 404 5.78 - 10.37 <0.001 Zmap
(10) Poll Intervall = NULL 231 404 5.78 - 10.37 <0.001 Zmap
Reference ID = NULL 231 404 5.78 - 10.37 <0.001 Zmap
Refere ime = NULL 231 406 5.74 - 10.29 <0.001 Zmap
Originate time = NULL 232 406 5.85 - 10.5 <0.001 Zmap
Receive time = NULL 232 406 7.83 5.85 - 10.5 <0.001 Zmap
Transmit time = NULL 232 406 7.83 5.85 - 10.5 <0.001 Zmap
Transmit time = Nov 24, 2004 31 0 n/a n/a <0.001 Nmap, Metasploit
15:12:11.4441 UTC
Version = NULL 21 20 6.02 3.17-11.4 <0.001 Zmap
Version = 1 el 17 45.00 25.32 - 79.98 <0.001 SNMPv2c Metasploit
Community = NULL 21 20 6.02 3.17-11.4 <0.001
Community = ”Swou9riu” 3 0 n/a n/a <0.001
Community = ”private” 125 0 n/a n/a <0.001
Data = NULL 23 19 7.05 3.74 - 13.31 <0.001 Zmap
Data = 1 7 6 6.16 2.04 - 18.59 <0.001 GetNextRequest Metasploit
Data =5 35 3 76.37 23.12 - 252.24 <0.001 GetBulkRequest
SNMP Request ID = NULL 23 19 7.05 3.74 - 13.31 <0.001 Zmap
(6) Request ID = 20039 25 1 151.36 20.33 - 1126.73 <0.001
Request ID = 1722903134 17 10 9.58 <0.001
Request ID = 925904563 16 1 90.55 <0.001
Error Status = NULL 58 22 20.87 B k <0.001 Zmap
Variable Bindings = NULL 23 19 7.05 3.74 - 13.31 <0.001 Zmap
Variable Bindings = 1 92 63 16.93 11.21 - 25.58 <0.001 Metasploit
Variable Bindings = 2 9 1 48.48 6.1 - 385.54 <0.001
Variable Bindings = 4 16 5 18.02 6.49 - 49.98 <0.001
Variable Bindngs = 7 12 3 21.94 6.12 - 78.74 <0.001
sz Y N °
£ 8 FATBICHEHL A2V 74 ¥ =7 ) ¥ b,
Domain [ Darknet [ Campus [ Odds ratio [ 95% CI [ P-value [ Note
com 186 28 592.87 396.24 - 887.05 <0.001 Domain BL
census.gov 20 7 213.84 90.22 - 506.81 <0.001 Domain BL
NULL 101 67 122.39 89.28 - 167.77 <0.001 Zmap
doc.gov 14 4 260.44 85.58 - 792.56 <0.001 Domain BL
ietf.org 15 5 223.45 81.06 - 615.95 <0.001 Domain BL
isc.org 42 29 110.73 68.71 - 178.47 <0.001 | Domain BL, Metasploit
dnsscan.shadowserver.org 35 33 80.53 49.85 - 130.09 <0.001 Survey, Domain BL
wradish.com 15 13 85.93 40.79 - 181.05 <0.001 Domain BL
1x1l.cz 42 0 n/a n/a <0.001 Domain BL
+.w.shifen.com 228 0 n/a n/a <0.001 | Survey, Baidu

£9 Ny bUCHEHLEZZ Y 74 v A—T Y v b

Domain [ Darknet [ Campus [ Odds ratio [ 95% CI [ P-value [ Note

com 337,314 170 11,660.08 | 10,032.28 - 13,551.99 <0.001 | Domain BL
doc.gov 38,328 22 9,729.13 6,405.38 - 14,777.58 <0.001 Domain BL
www.iana.org 75,813 112 3,803.81 3,160.3 - 4,578.37 <0.001 Domain BL
dnsscan.shadowserver.org 827,288 124,977 42.39 42.13 - 42.64 <0.001 Survey, Domain BL
www.google.it 335,757 112,146 17.53 17.41 - 17.65 <0.001 Domain BL
*.openresolverproject.org 120,863 42,844 15.95 15.78 - 16.13 <0.001 Survey, Domain BL
VERSION.BIND 342,429 183,207 10.93 10.87 - 11.00 <0.001 Domain BL, Metasploit
wradish.com 108,932 61,566 9.98 9.88 - 10.08 <0.001 Domain BL

NULL 82,669 61,511 7.55 7.47 - 7.63 <0.001 Zmap
*.openresolvertest.net 122,745 0 n/a n/a <0.001 Survey, Domain BL
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